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Abstract
Objective: Algorithmic and high-frequency trading have become a permanent fixture of 
modern financial markets over the past two decades — and regulators on both sides of the 
Atlantic have been trying to keep up, with mixed results. This paper asks how well current 
regulatory frameworks, specifically the EU's MiFID II and the SEC's supervisory approach, 
hold up against the challenges that autonomous trading algorithms create. These are not 
purely technical issues — market manipulation, flash crashes, and the technological gap 
between different market participants all have real consequences for how the financial 
system functions. The paper works through three questions: what empirical research tells 
us about HFT's effects on liquidity, price formation, and market stability; how MiFID II and 
the SEC each try to get these risks under control; and where exactly current regulation 
breaks down — whether in the rules themselves or in how they're enforced.

Methodology: The paper draws on a structured literature review. This covered peer-
reviewed empirical studies in market microstructure, reports from regulatory and 
international bodies (ESMA, SEC, BIS, IOSCO, FSB, FCA), and legal-policy analyses of the 
EU AI Act. Sources were pulled from five academic databases — IEEE Xplore, SpringerLink, 
ScienceDirect, SSRN, and Google Scholar — and each was assessed against four criteria: 
breadth of regulatory coverage, real-world enforceability, how well regulation adapts to 
technological change, and documented effects on market stability and integrity.

Findings: The central finding is that regulatory effectiveness has less to do with whether 
formal rules exist and more to do with whether those rules can actually be applied in real 
time. The EU's preventive ex-ante model and the U.S. ex-post traceability approach both 
have blind spots — and technologically sophisticated trading firms know how to use them. 
The paper also argues that the ethical problems associated with algorithmic trading — 
manipulation, the information gap between institutional and retail participants, opaque 
AI models — are not really independent moral concerns. They are more like the visible 
surface of a deeper regulatory and technological failure. Part of the analysis maps how 
the EU AI Act interacts with MiFID II, tracing how requirements around high-risk system 
classification, transparency, human oversight, and post-deployment monitoring connect 
with existing RTS 6 obligations. From this, a four-pillar evaluation framework is proposed 
— fairness, accountability, transparency, and robustness — as a working tool for assessing 
algorithmic trading systems on ethical grounds.

Practical relevance: The paper's conclusions have concrete implications for regulators, 
compliance teams, and trading firms alike. Supervisory authorities need to invest in real-
time monitoring infrastructure, push for greater cross-border enforcement consistency, 
and bring AI Act conformity assessment into MiFID II compliance processes. Trading firms, 
meanwhile, should stop treating algorithmic impact assessments, independent model 
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validation, and explainable AI as optional extras — these should be standard practice. 
The proposed framework is intended as a starting point for ethics audits in automated 
trading, and to help narrow the gap between what regulation promises on paper and 
what actually happens in the market.
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1. Introduction

Algorithms in financial markets have brought effects of compelling changes that bring 
efficiency with enhanced speed and liquidity. New mathematical models and automated 
trading systems allow traders to fulfil huge order quantities in small period of time that 
lessen technical errors as well emotional biases.

High-frequency trading (HFT) requires its traders to use the approach due to the 
oscillations of market speed that provide an opportunity of making a profit. The adoption 
of algorithmic trading systems facilitates a process of finding prices more effectively 
and creates spreads thinner thus keeping market systems stable. The system assists the 
investment institutions to manage the portfolio risks and realize the best possible returns 
on the investments. Automated trading systems are used by most of the time by the 
financial institutions as well as hedge funds to sustain their competitive edges though 
individual traders can access the automated strategies as well. Not all academic research 
on algorithmic and high-frequency trading is in agreement. Some empirical evidence 
suggests that algorithmic trading contributes to market liquidity, narrower spreads, and 
price discovery, while other evidence suggests that high-frequency trading can contribute 
to market volatility, technological disparity, and enforcement challenges in times of 
market turbulence. For instance, Hendershott et al. (2011) showed that algorithmic 
trading increased liquidity by decreasing spreads and adverse selection, while Brogaard 
et al. (2014) found that high-frequency traders helped price discovery by trading in 
the direction of permanent price changes. But Kirilenko et al. (2017) found that high-
frequency traders contributed to the rapid loss of liquidity during the 2010 Flash Crash, 
and Baron et al. (2019) found that latency advantages can be significant for HFT firms. 
This diversity complicates the regulatory process. The question is not whether algorithmic 
trading is "good" or "bad" per se, but whether regulatory frameworks can maximise the 
benefits of algorithmic trading for market quality while minimising its systemic, ethical 
and enforcement risks. Manipulation of the market and flash crashes and systemic risks 
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related to algorithmic trading has led to both analytical regulation supervision and moral 
investigations (Aldridge & Krawciw, 2017).

It makes the process of regulating algorithmic trading complex since trading algorithms 
are constantly growing and complex systems. Introduction of regulatory systems between 
innovation and market integrity is a challenge to financial laws around the world. To 
enable the protection of the market players against manipulation and stuffing of the 
orders and spoofing of the regulations work to minimize these harmful practices which 
cause a distortion of the price. U.S. securities and exchange commission in collaboration 
with the European securities and markets authority (ESMA) came up with a list of 
stringent monitoring factors that include an immediate monitoring component alongside 
increased enforcement policies. The barriers to the implementation of these regulations 
are due to the trading between international jurisdictions and the changing of the 
algorithmic methods (Busch, 2016). The difference between the regulatory frameworks 
and technological advancement forms loopholes that traders exploit to escape the 
regulations. The protracted regulatory actions that have been implemented to safeguard 
the fairness in the marketplace can, at times, pose a challenge, because it discourages 
trading firms of utilizing better technological trading solutions. Algorithms trading is 
one area where the governing system is in a consistent tussle to find proper ways of 
striking reasonable balance between regulations and the facilitation of business growth 
(European Securities and Markets Authority [ESMA], 2021).

Scalability is an important issue that continues to be a crucial challenge to the algorithmic 
trading systems that must process massive volumes of real time data at the same time 
maintaining accuracy and speed. The recent market upsurge and the increased adoption 
of machine learning compel business to purchase scalable infrastructure (Menkveld  
& Zoican, 2017). The activity of traders requires cloud applications and advanced 
computing systems and technologies in data management that can handle large volumes 
of work. Failure to meet the processing speed in addition to the network issues and 
capacity of the system hardware constitutes a challenge to the system scalability. With 
increased volumes in trading, there is a greater concern in the protection of the systems 
in technical failure. The fact that the system experiences the minimum technical failure 
creates severe economic losses as well disconnecting the equilibrium in the market. The 
enterprises technology stacks must keep on being continuously modernized as well as the 
optimization of the performance of the algorithm and effective risk management systems 
to the companies that want to scale effectively. The integration of the artificial intelligence 
(AI) and blockchain technology creates new potential solutions that would enhance faster 
transactions and data management capabilities of the trade (Cong & He, 2019).

The development of algorithmic trading has created tension involving ethical issues, since 
it creates a problem of market transparency and generates the unintended effects and 
equity problems. Manipulation of the market with millisecond benefits presented by the 
high-frequency traders such that they generate unfair profits and therefore offers a major 
ethical dilemma. The 2010 Dow Jones flash crash has shown the pernicious nature of 
volatility of all the algorithms with its abrupt volatility of the market but still with unclear 
responsibility of causing it. The markets are destabilized when financial crisis strikes occur 
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as algorithmic trading is usually characterized by the profit-first method (Demirer et al., 
2018). This ethical question results in a scenario in which the old market players and 
human dealers get kicked out of the market. The loss of jobs in favour of automation 
of financial markets is becoming an issue of concern and there is a rising number of 
economic injustices in society (Roncella & Ferrero, 2021). Localized biases in the AI-driven 
trading can serve to strengthen market discrimination because it maintains existing 
market disparities. The ethical dilemma to these issues is that policymakers and industrial 
stakeholders need to advocate the standards of transparency and introduce ethical rules 
and stimulate ethical development of AI in trading systems (Jobin et al., 2019).

This paper aims to use a critical assessment of the effectiveness of the current regulatory 
frameworks in the area of algorithmic and high-frequency trading. The study does not 
provide a general picture as to the issues but is dedicated to evaluating the extent to 
which the existing regulatory measures are effective in reducing the systemic risk, market 
manipulation, and technological instability arising due to automated trading systems. The 
paper traces the ethical issues that are caused by automated trading and subsequently 
proceeds to propose ways in which the trading environments can be made more equal 
and transparent. The following paper gives an assessment of future approaches to an 
improved algorithmic trading practice in the face of overcoming the existing challenges. 
RegTech are AI-powered regulatory technologies and become the key focus of real-time 
monitoring and the improvement of compliance (Jobin et al., 2019). The study proves 
the role of blockchain and decentralized financial platform (DeFi) in contributing to the 
minimization of financial market information imbalance as well as increased transparency. 
Future research needs to focus on the development of improved risk management 
strategies that fight the adverse effects of the high-frequency trading activities. The study 
assesses solutions to create a justifiable solution between the development of algorithmic 
trading and performance preservation of markets in terms of systemic risks.

Although the regulatory surveillance has been expanded in the form of regulatory 
frameworks like MiFID II and regulatory efforts by the U.S. Securities and Exchange 
Commission, systemic risks and enforcement problems are still posed by algorithmic and 
high-frequency trading. The incidences of market disruption and the continued alarm 
on the issue of market manipulation leads to major issues about whether the current 
regulatory systems are working adequately to curb technologically driven trading 
practices. This is the gap that the subject study is aimed at addressing.

2. Methodology

This research is a structured qualitative literature review rather than a systematic (PRISMA) 
review. The aim of this review is not to provide a comprehensive statistical meta-analysis 
of all research on algorithmic trading, but to assess the effectiveness of regulation of 
algorithmic and high-frequency trading. Thus, this study reviews both academic empirical 
research, regulatory reports, and institutional policy reports. This is appropriate given 
that regulatory effectiveness does not only come from market data, but also from legal 
design, enforcement, supervisory architecture and reports of regulatory action during 
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market disruption. Similar institutional reviews by the European Securities and Markets 
Authority (ESMA), International Organization of Securities Commissions (IOSCO), and the 
Bank for International Settlements demonstrate that policy regulation of algorithmic 
trading needs both market-microstructure and supervisory-policy evidence (Bank for 
International Settlements, 2011; European Securities and Markets Authority [ESMA], 2021; 
International Organization of Securities Commissions [IOSCO], 2011).

Our review proceeds along three questions. First, what evidence is there of the impact 
of algorithmic and high-frequency trading on liquidity, price discovery, market volatility 
and stability? Second, how do key regulatory frameworks, particularly MiFID II and the U.S. 
SEC, seek to control risks? Third, what are the limits of regulatory design and enforcement?

Although in the context of the review, the initially broader aspects of algorithmic trading 
are taken into account, the scope of the methodology the given research is limited clearly 
to the analysis of the performance of regulators in the algorithmic and high-frequency 
cultures of trading. In this regard the regulatory frameworks, mechanism of enforcement, 
and reported regulatory results become the major analytical prism. Scalability and ethics 
issues are treated only to the extent that they play a direct role on regulatory supervision, 
ability to comply, or integrity of the market.

Moreover, in spite of the fact that the study is structured, based on Q principles of review, 
it does not present itself as a formal PRISMA-based systematic review. Instead, it takes a 
systematic qualitative literature review that aimed to facilitate a critical analysis as opposed 
to comprehensive synthesis of previous research. This strategy aligns with the analytical 
purpose of the study, which was gauging regulatory adequacy and not summarising the 
research that is already present.

2.1 Data Sources and Search Strategy

To gain high diversity and quality research material, the research team had to search five 
scholarly databases such as IEEE Xplore, SpringerLink, ScienceDirect, SSRN and Google 
Scholar to find appropriate scholarly academic articles. This has been checked by three 
regulating institutions that consist of the Bank for International Settlements (BIS, 2011) 
and the U.S. Securities and Exchange Commission (SEC, 2021) and the International 
Organization of Securities Commissions (IOSCO, 2011). 

Several search queries integrated main keywords across two terms, including “Algorithmic 
trading” and “regulation”, “High-frequency trading” and “market stability”, “Algorithmic 
trading ethics” or “financial market fairness”, and “Scalability in algorithmic trading” and 
“infrastructure”.

To broaden the scope of citations, the new search strategy included three types of sources. 
The first category was peer-reviewed empirical market-microstructure research, such as 
on liquidity, price discovery, flash crashes, latency competition, volatility, and market 
concentration. This category included work by Hendershott et al. (2011), Brogaard 
et al. (2014), Kirilenko et al. (2017), Baron et al. (2019), and Aquilina et al. (2020). This 
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included regulatory and institutional studies from ESMA, the US Securities and Exchange 
Commission (SEC), the Bank for International Settlements, IOSCO and the Financial Stability 
Board (Financial Stability Board [FSB], 2024). The third category included legal and policy 
research on spoofing, layering, market abuse, direct electronic access, co-location and 
international enforcement. This more comprehensive search strategy ensures that the 
review does not only draw on a descriptive or commercial source, but also on empirical, 
legal and policy studies.

Table 1: Search Strategy

Search area Search strings Purpose

Market quality “Algorithmic trading” AND liquidity; 
“high-frequency trading” AND 
spreads; “HFT” AND price discovery

To identify empirical 
studies on market 
efficiency and liquidity.

Market instability “High-frequency trading” AND 
flash crash; “algorithmic trading” 
AND volatility; “HFT” AND liquidity 
withdrawal

To identify empirical 
studies on instability and 
stress events.

Regulation “MiFID II” AND “algorithmic trading”; 
“SEC” AND “high-frequency trading”; 
“Consolidated Audit Trail” AND 
surveillance

To identify regulatory 
frameworks and 
enforcement tools.

Manipulation spoofing AND “high-frequency 
trading”; layering AND algorithmic 
trading; “market abuse” AND 
algorithmic trading

To identify studies 
on manipulation and 
enforcement.

Technology and 
supervision

RegTech AND market surveillance; 
algorithmic trading AND auditability; 
AI trading AND explainability

To identify future 
regulatory tools and 
supervisory gaps.

Source: Authors’ Compilation

In order to meet the main research aim, specific attention was paid to the sources 
discussing the regulatory design, enforcement performance, compliance processes, and 
regulatory reactions to the disruption of the market. Arrangements of regulations made 
by the BIS, SEC, ESMA, and FSB (FSB, 2024) were given priority as they are directly related to 
the policy making and the supervisory practice. The academic literature has been picked 
when they specifically explored the interaction of the algorithmic trading behaviour with 
the regulatory intervention, which comprised flash crashes, market manipulations, and 
regulatory lags. Thus, search strategy was iterative, which opened possibilities of refining 
keywords as recurrent regulatory themes and enforcement issues began to arise out of 
literature reviewed.
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2.2 Inclusion and Exclusion Criteria

The review primarily focuses on literature from 2018–2026, while earlier seminal studies 
(e.g. Hendershott et al., 2011; Hasbrouck & Saar, 2013; Brogaard et al., 2014; Biais et al., 
2015; Budish et al., 2015; Busch, 2016; Kirilenko et al., 2017) are included where they are 
directly relevant to the regulatory, market-microstructure or ethical questions under 
review. The corpus comprises peer-reviewed articles and regulatory reports covering 
the regulatory framework, scalability and ethical dimensions of algorithmic trading. The 
review omits opinion pieces and articles not published in English, as well as material 
without a direct link to financial-market issues or trading algorithms.

Among the literature included, emphasis was made on those studies that presented 
empirical proof, regulatory case study or critical commentary on the existing regulatory 
frameworks especially MiFID II and the U.S. regulatory efforts. References to regulation, 
which did not analyse regulatory mechanisms or results but only described them in 
passing, were utilized as background information and not analysed in any substantive 
way. This bias filtering made sure that the material which was reviewed updated directly 
towards the evaluative goals of the study and did not amount to overgeneralisation.

2.3 Data Extraction and Analysis

The selected literature was sorted into thematic classification system that allowed the 
researchers to examine the latest trends in the global regulation and technological 
scalability and ethical issues. The study results provided understanding that illuminated 
the gaps that would lie in previous research as well as the recommended recommendations 
on regulatory reforms and scalability measures and ethical models in computerized 
trading processes.

Following initial thematic classification, the literature was subjected to a regulatory 
effectiveness evaluation framework. Each source was examined against a set of predefined 
analytical criteria, including:

•	 regulatory scope and coverage,

•	 enforceability and supervisory capacity,

•	 adaptability to technological innovation, and

•	 documented impact on market stability and integrity.

This evaluative process enabled comparative assessment of regulatory approaches across 
jurisdictions and facilitated identification of persistent regulatory gaps and enforcement 
limitations. The analysis therefore moves beyond descriptive synthesis by incorporating 
critical judgment regarding the adequacy of existing regulatory responses to algorithmic 
and high-frequency trading risks.
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3. Systemized Literature Review and Empirical Evidence 
Base

The academic literature on algorithmic trading and high-frequency trading is split between 
research that finds benefits to market quality, and studies that focus on destabilisation, 
unfairness, manipulation and regulatory challenges. This split is significant because the 
effectiveness of regulations cannot be judged merely on the basis of the presumption 
that algorithmic trading is bad. Rather, the research findings imply that algorithmic 
trading and high-frequency trading could benefit liquidity and price discovery in normal 
market conditions but also create a more fragile market in extreme or highly fragmented 
conditions.

Some early empirical evidence showed that algorithmic trading enhanced liquidity, by 
narrowing spreads and lowering adverse selection in large stocks (Hendershott et al., 
2011). This suggests that algorithmic trading can improve market quality, rather than just 
destabilise markets. But this outcome is not always the case. Brogaard et al. (2014) report 
that high-frequency traders help to set prices through their liquidity-demanding orders 
but that their liquidity-supplying orders are subject to adverse selection. In other words, 
HFT can enhance informational efficiency, but at the same time it can cause risks for other 
liquidity suppliers.

However, other empirical evidence is more nuanced. Kirilenko et al. (2017) examined the 
2010 Flash Crash and found that high-frequency traders did not necessarily trigger the 
crash, but that their trading strategies added to short-term selling pressure and accelerated 
the demise of liquidity during market turmoil. This is particularly important for regulatory 
assessment because it demonstrates that market instability could be generated not only 
by illegal trading practices, but also by the interaction between highly automated and 
fast trading strategies.

We also have empirical evidence that different speed advantages are associated with 
different outcomes for different trading firms. Baron et al. (2019) documented that the 
difference in latency was linked to the performance of HFT firms, implying that the speed 
race may create private gains for technologically advanced firms. Aquilina et al. (2020) also 
documented a link between latency arbitrage and the high-frequency trading (HFT) "arms 
race" and demonstrated that the speed race may create private benefits while leading 
to larger market-design issues. This evidence links market-microstructure evidence with 
regulatory concerns regarding equity, competition and market access.

This evidence is also present in regulatory and institutional literature. Indeed, the ESMA 
review on MiFID II confirms that regulatory measures on algorithmic trading need to focus 
on direct electronic access, high intraday message rates, testing, circuit breakers, co-
location, fees and the order-to-transaction ratio (ESMA, 2021). This shows that European 
regulation has shifted to ex-ante micro-regulation. But ESMA's ongoing review also reveals 
that regulation needs to be regularly adjusted to changing practices.
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The Bank for International Settlements and IOSCO have also expressed concern that low-
latency trading could impact investor confidence, market integrity, and the participation 
of less-technologically-advanced investors (Bank for International Settlements, 2011; 
IOSCO, 2011). These institutional reviews confirm that the regulatory challenge is not 
only ensuring compliance with the existing rules but also maintaining a technologically 
adequate regulatory framework that can keep up with high-speed, cross-market activity

Table 2: Systemized Summary of Key Literature on Algorithmic and High-Frequency Trading

Author/
Institution

Type of 
source

Focus Main finding Regulatory 
relevance

Hendershott 
et al. (2011)

Empirical 
journal 
article

Algorithmic 
trading and 
liquidity

Algorithmic 
trading narrows 
spreads, reduces 
adverse selection, 
and improves 
liquidity, especially 
in large stocks.

Supports the 
argument that 
regulation should 
not suppress 
algorithmic trading 
entirely because 
it can improve 
market quality.

Brogaard et 
al. (2014)

Empirical 
journal 
article

HFT and price 
discovery

HFTs contribute 
to price discovery 
by trading in 
the direction of 
permanent price 
changes, but 
liquidity-supplying 
HFT orders may be 
adversely selected.

Shows 
contradictory 
effects: HFT can 
improve efficiency 
while also creating 
risks for liquidity 
providers.

Kirilenko et 
al. (2017)

Empirical 
event study

2010 Flash Crash HFTs did not 
simply cause 
the crash, but 
their behaviour 
amplified 
rapid liquidity 
withdrawal during 
stress.

Demonstrates that 
regulation must 
address systemic 
interaction 
effects, not 
only intentional 
misconduct.

Baron et al. 
(2014)

Empirical 
study

HFT speed 
competition

Latency 
advantages are 
linked to superior 
HFT performance 
and competitive 
concentration.

Supports concerns 
about fairness, 
unequal access, 
and the regulatory 
challenge of the 
speed race.
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Aquilina et 
al. (2020)

Empirical 
working 
paper / 
regulatory 
economics

Latency arbitrage 
and speed 
competition

Message data 
show the scale of 
latency arbitrage 
races and the 
private incentives 
behind speed 
competition.

Supports 
regulatory concern 
over whether 
continuous limit 
order books 
encourage socially 
costly speed races.

ESMA (2021) Regulatory 
review

MiFID II 
algorithmic 
trading framework

MiFID II includes 
controls on 
testing, circuit 
breakers, order-to-
transaction ratios, 
direct electronic 
access, and trading 
venue resilience.

Provides the main 
EU regulatory 
benchmark 
for assessing 
algorithmic trading 
supervision.

Bank for 
International 
Settlements 
(2011)

Institutional 
regulatory 
report

HFT in foreign 
exchange markets

HFT changes 
market functioning 
and creates both 
efficiency and 
integrity concerns.

Supports the 
need for cross-
market and 
cross-jurisdiction 
supervision.

IOSCO (2011) Regulatory 
report

Technological 
change and 
market integrity

Low-latency 
trading may 
affect confidence, 
fairness, 
and market 
participation by 
less sophisticated 
traders.

Supports 
the fairness 
and investor-
confidence 
dimension 
of regulatory 
effectiveness.

SEC / CAT-
related 
material

Regulatory 
framework

U.S. surveillance 
and audit trail

The U.S. approach 
emphasizes post-
trade traceability 
and reconstruction 
of market events.

Useful for 
comparing U.S. 
retrospective 
enforcement 
with EU ex-ante 
controls.

Source: Authors’ Compilation

Taken together, the literature does not support a simple conclusion that algorithmic trading 
is either beneficial or harmful. Instead, the evidence points to a conditional relationship: 
algorithmic and high-frequency trading can improve liquidity and price discovery in 
ordinary conditions, but can also amplify volatility, weaken fairness, and complicate 
enforcement during stress events. This mixed evidence justifies the central argument of 
this paper: regulatory effectiveness should be judged not only by whether regulation 
exists, but by whether regulation can prevent, detect, and respond to algorithmic market 
risks in real time.
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3.1 Empirical Evidence Synthesis

The empirical literature can be grouped into three main outcome categories: liquidity and 
transaction costs, price discovery and informational efficiency, and instability or market-
stress behaviour. This grouping allows the paper to compare findings across studies rather 
than discussing each source separately.

First, the liquidity evidence is generally positive but conditional. Hendershott et al. (2011) 
provide strong empirical support that algorithmic trading improves liquidity by narrowing 
spreads and reducing adverse selection. This evidence suggests that algorithmic trading 
can reduce transaction costs and improve market quality. From a regulatory perspective, 
this finding is important because it shows that overly restrictive regulation may harm 
useful market functions. Regulation should therefore aim to control harmful conduct and 
systemic fragility rather than prohibit algorithmic trading as a category.

Second, the evidence on price discovery is also broadly positive but not one-dimensional. 
Brogaard et al. (2014) show that HFTs can improve price efficiency by trading in the 
direction of permanent price changes and against transitory pricing errors. However, their 
finding that liquidity-supplying HFT orders may be adversely selected indicates that HFT 
does not benefit all market participants equally. This creates a regulatory dilemma: HFT 
may improve informational efficiency at the market level while still redistributing risk 
toward slower or less technologically advanced participants.

Third, the evidence on market stress is more concerning. Kirilenko et al. (2017) show that 
high-frequency traders may rapidly withdraw liquidity or intensify order-flow imbalances 
during periods of stress. This does not mean that HFT alone causes flash crashes, but it 
does show that automated trading can accelerate instability once stress has begun. This 
finding is directly relevant to the effectiveness of circuit breakers, kill switches, and real-
time surveillance systems.

Finally, the empirical evidence on competition and latency suggests that the speed race 
can create market concentration. Baron et al. (2014) find that differences in relative latency 
are associated with differences in trading performance. Aquilina et al. (2021) similarly 
show that latency arbitrage creates incentives for costly speed competition. These 
studies support the concern that algorithmic trading regulation should not focus only 
on manipulation or operational failures. It should also consider whether market structure 
gives persistent advantages to firms with superior technological infrastructure.

Overall, the empirical literature presents a contradictory but coherent picture. Algorithmic 
trading and HFT often improve liquidity and price efficiency in normal conditions, yet they 
can also contribute to fragility, unequal access, and enforcement difficulty under stressed 
conditions. Therefore, the strongest regulatory conclusion is not that algorithmic trading 
should be restricted broadly, but that regulators need more adaptive, real-time, and tech-
nically informed supervision.
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4. Regulation in Algorithmic and High-Frequency 
Trading

The financial markets went through significant restructuring due to the Algorithmic trading 
(AT) and high-frequency trading (HFT) leading to increased market efficiency as well as 
better liquidity (Boehmer et al., 2020). Their implementation of these developments raised 
new issues to the market systems due to the fact that they undermined the transparency 
of the market systems and proved both the systemic risks and market-integrity challenges. 
The regulations to address these issues are implemented by the European Union through 
the Markets in Financial Instruments Directive II (MiFID II) as well as the U.S. Securities and 
Exchange Commission (SEC).

Regarding the effectiveness of regulation, it does not matter whether regulation is in place 
or not, but rather does the current framework ability to prevent, detect, and respond to 
market disruptions created by algorithmic trading in real time. Regulatory evaluation then 
necessitates the analysis of the implementation of regulatory design into binding controls 
in the circumstances of extreme speed, complexity, and market fragmentation.

4.1 MiFID II Framework

Since January 2018 when MiFID II has come to force, AT and HFT can be subject to its 
regulations. This is to the effect that the law mandates the investment firms to put in 
place effective risk management systems and to ensure the safety of their trading systems 
that have sufficient capacity in their algorithmic trading activities (Busch, 2016). Capable 
authorities as well as trading venues should be informed by companies about their 
algorithmic trading whereas companies should submit annual assessment documents 
that evaluate their compliance with the regulations.

MiFID II trading venues are governed under the various requirements of risk management 
of algorithmic trading issues. Other requirements include circuit breakers and extreme 
volatility trading halts and order to trade ratio limits and orderly fee policies in order to 
control excessive order enters (ESMA, 2021). Trading venues should have arrangements 
within the edict to modify the velocity of their order movement accorded when necessary 
to ensure fair and regular trading terms (Busch, 2016).

MiFID II is one of the most far-reaching regulatory efforts that include regulation of 
the risks of algorithmic trading that presents responsibility to both trading firms and 
venues. The need for regulation should, however, be balanced against empirical findings 
that algorithmic trading may improve market quality. Hendershott et al. (2011) found 
that algorithmic trading was associated with narrower spreads and improved liquidity, 
especially in large stocks. Similarly, Brogaard et al. (2014) found that high-frequency 
traders contribute to price discovery by trading in the direction of permanent price 
changes. These studies complicate the regulatory debate because they suggest that 
algorithmic trading is not inherently harmful. The regulatory problem is therefore not the 
existence of algorithmic trading itself, but the specific conditions under which automated 
trading becomes destabilizing, manipulative, or unfair. Ideally, having pre-trade risk 
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controls, testing requirements of algorithms, a limit on the order to trade ratio are meant 
to minimize the chances of runaway algorithms and a large volume of messages. But the 
evidence of practical research and reviews after implementation indicates that these are 
more measures of stopping severe consequences than structural incentives to latency 
produced strategies (Dubey et al., 2021). Specifically, although it has been proved that the 
circuit breakers are effective to stop very fast price falls, they do not consider the reasons 
behind the amplification of volatility when the markets become stressed.

Post-MiFID II volatility events have shown that algorithmic trading organizations 
usually change their strategies to stay compliant and yet gain the speed benefits, which 
underscores the ongoing regulatory accommodation issue. This makes one question 
whether compliance-based control is appropriate to deal with systemic risk when the 
environment where the trading behaviour is functioning is changing at a faster rate than 
the supervisory calibration.

4.2 SEC Regulations

The SEC in the United States has regulations that regulates the high-frequency trading 
activities that facilitate the market transparency coupled with the stability parameters. 
The Consolidated Audit Trail (CAT) is an important security implementation in the sense 
that it monitors market dealings in the United States in real-time in addition to displaying 
the identity of traders thereby making it possible to avert activities such as insider trading 
(Markham, 2024). There are still also divergent sentiments expressed by advocates within 
the financial sector against CAT funding due to the inherent perception that broker-dealers 
are forced to incur unnecessary financial expenses. The new equity market regulations 
that the SEC implemented have some provisions that reduce the trading value of stocks to 
half a cent on liquid stocks and introduce two-thirds decreases in the exchange charges. 
The reforms focus on reduction in the investor trading costs and enhancement in the 
marketplace transparency but may cause reduced profits on brokerages as well as high 
frequency trading firms. The next set of regulations will begin to control activities in 
November 2025 (SEC, 2024).

The regulatory strategy embraced by the SEC puts heavy emphasis on post-trade 
disclosure and disclosure and surveillance, the primary implementational mechanism is 
the CAT. The U.S. framework focuses more on post-trading traceability and accountability 
in contrast to the ex-ante-focus of MiFID II. Such design enhances the capacity to recreate 
the events in the market and prosecute wrongdoing but might be less efficient in 
preventing real-time, high speed, algorithm-driven interference. An additional example 
of what regulators struggle with is the slow introduction of CAT into operation, this shows 
that the implementation of technologically compound systems of oversight at a large 
scale is not a simple task.

In international comparison, the breakdown of the U.S.-EU regulatory philosophy indicates 
a greater enforcement trade-off: prevention of risks in real-time against retrospective 
responsibility. Such a separation makes managing international supervision more difficult 
and opens the possibility of regulatory arbitrage to internationally operating trading 
companies.
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4.3 Transparency and Order-to-Trade Ratio Fees

The high market transparency between the algorithms trading is necessitated by the 
fastness of its systems coupled with its complex operations that render it hard to monitor 
the prevailing market scenario in real time. Under MiFID II firms must maintain detailed 
records on their trading algorithms with the regulators allowed to access the records 
and view them whenever they need to. It is regarding this new specific requirement that 
regulatory capacity to monitor the impact of algorithmic trading on market integrity 
is enhanced. The trading rules provide mechanisms to regulate the order to trade ratio 
that is used to prevent exploitation of the trading markets and offer reasonable business 
conditions. The regulatory authority grants trading venues the authority to set up access 
costs on players that experienced very high order-to-trade ratios and, thereby becomes 
unable to place a high number of unwanted orders that will harm market stability.

One of the limited tools of regulation that explicitly aims at addressing excessive message 
traffic in relation to high-frequency strategies is order-to-trade ratio controls. Although this 
has led to a reduction in extreme quote stuffing behaviour, it has been indicated that there 
are advanced firms who have changed the behaviour by focusing on optimising order 
placement as opposed to decreasing the overall activity. Consequently, the enhancement 
of transparency does not necessarily lead to change in behaviour, highlighting weaknesses 
in quantitative control systems only.

4.4 High-Frequency Trading Regulations

HFT installations traditionally acting at fast rates and making trades quickly pose unique 
challenges to the compliance of regulations. According to the MiFID II requirements HFT 
companies must gain authorization of the investment firms to conduct their activity and 
follow organizational standards in the details. The companies should develop systems 
that have internal controls that will not lead to market debacle due to the trading but 
also allow the company to quickly close in case an emergency arises. The Market Access 
Rule has enhanced the SEC in the United States to enforce more of its control over the 
HFT since this requirement compels companies to enforce risk management mechanisms 
in addition to supervisory measures to prevent the placement of erroneous orders at the 
expense of observing regulatory measures. The latest regulatory reforms provided by SEC 
are aimed at creating competitive market conditions and fair practice in the market that 
can influence the role of HFT strategy (Busch, 2016).

The history of failures includes the Flash Crash of 2010 and the Knight Capital incident that 
pre-trade controls and kill-switch systems despite being mandatory do not generally work 
when presented with the condition of active fast feedback loops among the algorithms. 
The empirical evidence from the 2010 Flash Crash is particularly relevant as they illustrate 
how regulatory risk can arise from interaction effects rather than direct malicious actions. 
Kirilenko et al. (2017) showed that high-frequency traders did not trigger the Flash Crash, 
but their trading amplified short-term liquidity withdrawal and selling pressure once the 
disorder had already begun. This implies that regulating just isolated misconduct, like 
spoofing and order errors, is not sufficient. There also needs to be regulation that can 
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detect market-wide interactions between automated trading strategies. These examples 
show that compliance with regulations is not always operational resilience and identifies 
the existence of a disconnect between the formal regulatory requirements and actual 
system behaviour.

4.5 Challenges and Future Directions

There are a number of challenges to successful monitoring of the algorithmic and high-
frequency trading activities by regulators. Trading technologies evolve at rapid pace 
that surpasses regulatory capacity therefore necessitating regulators as well as market 
participants to stay connected with each other and this facilitates adaptation. The market 
fragmentation along with the latency arbitrage and the systemic risk challenges should 
be monitored permanently. Further regulatory measures intend to implement superior 
monitoring tools and enhance global connections along with code of ethics to control the 
development and implementation of trading algorithms. Equilibrium between innovative 
practices and adherence to accepted rules is required by the demands of the markets 
since the regulatory boards continuously confront complicated situations in the market 
(Busch, 2016).

The regulatory efficacy in future will be determined by the capacity of supervisory 
authorities to incorporate real-time monitoring technology, enhanced cross-jurisdictional 
coordination, and integration of technical knowledge in the regulation of design. 
Otherwise, regulatory structures may simply be reactive and not preventative in restraining 
systemic risks produced by progressively autonomous trading regimes.

5. Scalability in Algorithmic Trading: Challenges and 
Emerging Technologies

Algorithms trading is the operations principle in the financial sector to conduct high-speed 
and efficiency trades. The trading data continues to expand, and the volumes become 
huge problems of scalability. The key concerns they create are based on the problem of 
latency and supporting the maintenance of data quantity and the costs of the system. 
The issues associated with these problems may also possibly be solved with the help of 
new technological solutions which involve quantum computing and blockchain systems.

Regulatory effectiveness Scalability and technological complexity are not independent 
issues but serve as a limitation on the structure of regulatory supervision and enforcement 
measures. With the increased trading volumes, a higher message traffic and faster 
processing speeds, the regulatory authorities are becoming increasingly challenged 
regarding their ability to monitor market behaviour real-time, enforce the rules and 
respond quickly to arising risks. In this regard, the topic of discussion in this part is related 
as regulatory constraint challenges and not as individual technological challenges.



ACTA VŠFS, 1/2026, vol. 20, www.vsfs.cz/acta22

5.1 Technical Challenges in Scalability

Latency is a necessity of algorithmic trading because the execution of the trade should 
take place without delay as per the initiation of the trade. Loss of finances and lost 
opportunities occur when system delays exceeded one micro-second mark. The higher-
order trading systems that require higher amount of data processing complicate further 
the reduction of latency. There are three key factors that influence the latency performance 
within a system; these are the delay in transmission of data and the processing time as 
well as the inefficiency of the system. To address these problems, several mitigation efforts 
are undertaken by firms that involve the use of fast networks in addition to optimized 
algorithms and hosting solutions that are located close to the trading exchanges 
(Menkveld & Zoican, 2017).

The explosion in the market data requires robust systems that can process and analyse 
market data in real time. Flexible storage capacity should be applied in organizations 
with quick methods of accessing data in order to manage the big data sets. A traditional 
database system has been known to have issues when dealing with the exceedingly 
high velocity of algorithmic trading data due to the fact that these volumes surpass 
the storage limits of such systems leading to a challenge in processing and hence data 
loss. The functionality of data-processing is enhanced by the introduction of distributed 
computing infrastructure along with in-memory databases.

Setting up and maintaining infrastructure required to support fast trading activities 
requires a large amount of startup capital and subsequent capital. The trading technology 
costs involve hardware purchase as well as network access costs and subscriptions to 
data streams in addition to routine maintenance services. The economic burden is further 
amplified by the fact that disaster recovery solution and redundancy need to be realized. 
Scalable cloud services help firms to achieve their levels of demand without being forced 
to incur heavy initial capital outlays (Hasbrouck & Saar, 2013).

The latency dependence and infrastructure dependence lead to asymmetries not only 
among the market participants but also among trading firms and regulators. Although 
algorithmic traders are dominated by heavy investment in low-latency platforms and co-
location techniques, supervisory bodies tax and impose these strategies with similar real-
time technical responses. Such imbalance inhibits the capacity of regulatory interventions 
aimed at curbing market disruptions which are quickly followed by creating such structural 
enforcement gap between the regulatory purpose and feasible operation.

The dynamically growing nature of market data is also another major challenge to the 
regulatory bodies that are left with the task of data storage, processing, and analysis. 
The surveillance systems must respond to large datasets brought about by the activity of 
algorithmic trading, which is usually beyond the processing ability of regular regulatory 
infrastructure. Due to this, enforcement measures can be based on a lagging or hindsight 
analysis, which diminishes the capacity of regulators to respond to a market event that 
develops at a high pace.
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It may directly support market concentration by keeping inadvertently high infrastructure 
and compliance costs related to scalable trading systems. The smaller firms and regulators 
have a drawback of limited resources to compete or monitor efficiently, which may spoil 
the regulatory aims of fairness and competition in the market. This pricing dynamic 
shows that regulatory effectiveness may be undermined indirectly through scalability 
challenges. The issue of scalability is also connected to the empirical literature on latency 
competition. Baron et al. (2014) show that relative latency differences can produce 
substantial differences in HFT performance, while Aquilina et al. (2021) argue that latency 
arbitrage encourages a costly speed race among firms. This evidence suggests that 
scalability is not only an operational issue for trading firms but also a regulatory issue. If 
only the most technologically advanced firms can compete effectively, market structure 
may become more concentrated, and regulators may struggle to preserve fair access and 
competitive neutrality.

5.2 Emerging Technologies Addressing Scalability

Quantum computing indicates that it is possible to transform algorithmic trading since it 
has an exceptional computing power. Quantum algorithms run fast on its data processing 
capabilities, analysing the complex market information and assist in the execution of 
complex methods of trading. The quantum computing system is also faster compared to 
the classic computing systems regarding the process of optimization of portfolio selection 
and risk assessment. Its actual implementation of these solutions is in the experimental 
level since the technology is experiencing more challenges such as hardware instability 
and incident recovery (Orús et al., 2019).

The use of blockchain technology to create a distributed ledger system offers benefits 
to the algorithmic trading by being applicable to enhance the visibility of the trade 
and the rate of settlements. Blockchain keeps the transaction records indefinitely that 
enable businesses to be better after sales and mitigate counterparty risks and reduce 
the infrastructure costs. The application of smart contracts will allow the automated 
appointment of trade settlement that will comply with the requirements and reduce the 
need of external intermediaries. Although blockchain technology has several benefits, 
they are limited by the limitations of scales and the lack of regulatory acceptance along 
with the necessity to find the way into the organization system (Cong & He, 2019).

Though it is seen that other advancing technologies like quantum computing have a long-
term potential of being utilized in more efficient data processing, the current state of the 
experiment restraints their immediate possibilities to be used in regulatory supervision. 
Regulators should thus keep on depending on the gradual enhancement of current 
surveillance systems as opposed to conjectural solutions, which justifies the adaptive 
design of regulations that reflect the current technological limitations.

Regulatory wise, blockchain-based systems can enhance transparency and auditability 
in the post-trade stage, but it remains legal, technical and supervisory challenging to 
implement the systems into existing market infrastructure. In the absence of harmonised 
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regulatory standards, the adoption of blockchain can only continue to disintegrate 
markets instead of strengthening regulations.

Altogether, algorithmic trading requirements address three essential elements of 
scalability such as latency issues and volume of data requirement as well as hardware 
cost. These issues will continue to be crucial to the organizations that seek to maintain 
their operational leverage, as well as their operational effectiveness. The invention of 
quantum computing and blockchain technologies has good chances of overcoming the 
problem of scalability but their potential usage requires further circulation as well as the 
integration of the technology in relation to the availability of the existing systems. Firms 
that want to achieve success in algorithmic trading must constantly invest in technology 
and infrastructure solutions that embrace new solutions since this will propel them to 
success in the changing market.

6. Ethical Issues

The amplification of market practices in the form of improved efficiency and liquidity by 
the means of algorithmic trading poses numerous ethical issues that companies should 
research thoroughly. The three primary ethical issues pertaining to algorithmic trading 
are connected to the manipulation of the market and the disparity between institutional 
and retail investors and insufficient systems of the AI trading model.

To fit the framework of this study, the ethical issues are studied not in the context of 
the abstract moral concern but in the context of the regulatory efficiency or inefficiency. 
Regulatory ethics like manipulations in the market, unfair access, and lack of transparency 
in the decision-making process become an issue in case the current checks and balances 
prove insufficient to prevent harm or accountability. Based on this fact, the ethical aspects 
that arise in this section are examined as the effects of regulatory design, enforcement 
capabilities, and supervisory constraints.

6.1 Market Manipulation

The trading algorithms by trading in high-frequency trading platforms accomplish many 
trading activities within a brief period. The ability to make many trades within a short time 
is the cause of market manipulation fears since algorithms generate false price movements 
that deceive other members of the market. The effects of these methods are averse to the 
investment values and result in an unstable market. It is possible that the trading bots 
operated by the AI systems may change their attitudes towards the manipulation when 
trying to achieve the most optimal results in their trading activities despite the fact that 
they may not have been programmed to do such a market manipulation (Mittelstadt et 
al., 2016).

From a regulatory perspective, market manipulation by algorithmic trading brings about  
a limitation in the speeds of detection and its ability to enforce them. Even though 
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spoofing and layering are strictly banned by the current regulatory measures, the fact 
that they still occur points to the idea that surveillance systems are used in a retrospective, 
as opposed to a preventative mode. This disjunction between prohibition on a normative 
level and the implementation creates questions about the effectiveness of the current 
monitoring tools in the high-speed trading setting.

6.2 Institutional vs. Retail Inequality

The modern technology and the vast resources that the institutional investors enjoy 
accord them spectacular superiority over the retail investors. Optimal AI tools combined 
with information collected with the help of real-time data allow institutions to achieve 
superior trading results. Systematic disadvantages of retail investors result in an 
unbalanced competition causing risks to the fair functioning of the market as well as its 
integrity (Biais et al., 2015).

The difference between institutional and retail investors is not only an ethical issue but also 
a regulatory point that is based on the fairness and equal access to the market. Regulation 
schemes exist to make sure that no one has an advantage over another; nevertheless, 
technological resource imbalances and latency benefits continue to exist even though 
regulations are formally followed. This implies that in cases where structural technological 
imbalance has not yet been addressed, regulatory neutrality in terms of access may not 
suffice.

6.3 Opaque AI Models

Artificial intelligences that are used in algorithmic trading operations pose great moral 
challenges since they function as complex systems that are difficult to understand. 
The black box systems are very problematic as they make the process of making trade 
decisions unclear and transparency and accountability becomes an issue. The lack of 
clarity in AI models does not reveal the biases that AI models have and subsequently 
creates biased and discriminatory trading scenarios. It is not countering the fact that 
the difficulty of monitoring AI decision-making mechanisms does not allow assigning 
responsibility whatsoever in those instances when trading activities are found to be 
wrong or unethical.

The regulators are hindered by the lack of AI-driven trading model explainability and 
traceability due to its opaque nature (Meding, 2025). Disruption of market cannot be 
ascribed with ease, which leads to issues in assigning responsibility to market disruptions 
when the processes of making decisions, which are based on algorithms, cannot be 
easily interpreted. This absence of transparency undermines enforcement systems and 
calls into question the current regulatory assumptions on accountability, and it should 
be emphasized that regulatory standards need to be updated by having explainable and 
auditable algorithmic systems.
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6.4 Defining Ethics in the Context of Algorithmic Trading

Ethics in the context of algorithmic trading cannot be reduced to a single moral principle 
or a self-regulatory code of conduct. Roncella and Ferrero (2021) define ethical algorithmic 
trading as designing, deploying, and supervising automated systems in a way that respects 
regulatory requirements, market integrity, and genuine fairness toward all participants 
— not just those with the best technology. The concept plays out on three levels. At 
the procedural level, it means algorithms must stay within explicit legal boundaries: 
no spoofing, no layering, no quote stuffing, no front-running, and full compliance with 
MiFID II Article 17 and Commission Delegated Regulation (EU) 2017/589 (Busch, 2016). 
At the substantive level, it asks whether the competitive conditions themselves are fair 
— whether retail and less technologically equipped participants are being systematically 
disadvantaged simply because the formal rules happen to be satisfied (Budish et al., 2015). 
And at the systemic level, ethics means that market actors should not be able to offload 
risk onto the broader financial system through latency races, liquidity withdrawal during 
stress events, or opaque autonomous decision-making (Aquilina et al., 2021).

This distinction between levels matters for regulatory analysis because it separates 
procedural compliance from ethical adequacy — two things that don't always go together. 
A[rm1.1] trading firm may achieve full procedural compliance with RTS 6 organisational 
requirements while still producing substantively unfair outcomes through privileged 
access to co-location, proprietary market data, or millisecond latency advantages (Baron 
et al., 2014). The ethical question, then, is really about what automated systems actually 
do in practice, not what their designers intended (Gupta et al., 2024). Throughout this 
paper, ethics is treated as a property of the algorithmic-regulatory system as a whole, 
assessed through the four-pillar framework — fairness, accountability, transparency, and 
robustness — developed in section 6.5.

6.5 Methods for Evaluating the Ethics of Algorithmic Trading 
Systems

The literature on ethical evaluation of algorithmic systems has settled around a handful 
of operational frameworks that translate reasonably well to the trading context. The most 
widely used is the Fairness, Accountability, and Transparency (FAT) framework, originally 
developed for general algorithmic systems and since extended by adding robustness as  
a fourth pillar (Selbst et al., 2019; Mirishli, 2025). Hertweck et al. (2022) take a justice-based 
approach, formalising the tension between decision-maker utility and substantive fairness 
through welfare-economic concepts — egalitarianism, prioritarianism, sufficientarianism 
— and mapping out a Pareto-efficient frontier of acceptable decision rules. Gupta et al. 
(2024) offer a complementary multi-criteria method covering non-maleficence, privacy, 
fairness, and accountability, with particular attention to lifecycle auditing. What these 
approaches share is their insistence on converting abstract values into measurable 
indicators, requiring both ex-ante design checks and ex-post outcome monitoring, and 
producing auditable evidence rather than declarative statements of compliance.
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Drawing on these foundations, this paper proposes that ethical evaluation of algorithmic 
trading systems be structured around four pillars, each tied to concrete indicators. The 
fairness pillar assesses whether a system avoids systematically disadvantaging particular 
market participants — measurable through latency-symmetry tests, order-to-trade ratio 
distributions across firm sizes, and execution-quality differentials between institutional 
and retail flow (Baron et al., 2014). The accountability pillar requires that every algorithm 
has an identifiable owner, a complete change-management log, and pre-deployment 
authorisation traceable to a named individual — consistent with the FCA's (2025) good-
practice findings. The transparency pillar concerns model explainability, operationalised 
through documented model logic, feature-importance reporting, and explainable-AI 
techniques in cases where black-box models cannot be avoided. The robustness pillar, 
finally, tests whether a system behaves predictably when things go wrong — through 
stress testing, adversarial-scenario simulation, and analysis of how the system interacts 
with circuit breakers (Kirilenko et al., 2017).

In practice, this four-pillar approach should be implemented through three instruments. 
First, an Algorithmic Impact Assessment (AIA) before deployment, covering expected 
market impact, fairness implications, and stress-test results — applying the same 
logic as the EU AI Act's Fundamental Rights Impact Assessment (Art. 27), but oriented 
toward market-integrity outcomes. Second, independent ethics audits on a rolling basis, 
conducted by parties with no commercial ties to the trading firm, using methodology 
comparable to model-risk validation under SR 11-7 in the U.S. and to Article 18 RTS 6 self-
assessment requirements in the EU. Third, post-trade outcome monitoring that generates 
continuous fairness indicators across participant categories, building on the supervisory 
data infrastructure of the Consolidated Audit Trail (Markham, 2024) and the forthcoming 
MiFIR consolidated tape (D'Agostino and LlM 2024). Taken together, these instruments 
shift the regulatory focus from rule compliance to substantive ethical adequacy — which 
is the central practical recommendation this analysis leads to.

6.6 The EU AI Act and Its Application to Algorithmic Trading

Regulation (EU) 2024/1689 — the EU AI Act — came into force on 1 August 2024 and 
introduces a horizontal, risk-based layer of regulation that cuts directly across the existing 
MiFID II framework for algorithmic and high-frequency trading (European Union, 2024; 
Azzutti, 2024). The Act sorts of AI systems into four risk categories — unacceptable, high, 
limited, and minimal — and attaches graduated obligations to each. Article 6 and Annex 
III do not list algorithmic trading as a standalone high-risk category, but Azzutti (2024) 
and Meding (2025) show that AI systems used in trading frequently qualify as high-risk 
through their role in credit-related decisions, employment processes, or essential services 
within the broader financial firm. More concretely, ESMA (2026) has clarified that when an 
algorithmic trading system meets the Act's definition of an AI system, it must comply with 
both regimes — meaning AI Act obligations get folded into existing MiFID II organisational 
requirements. An AI-based trading system is not automatically high-risk, but if it interacts 
directly with natural persons it may fall under the limited-risk category, which triggers the 
transparency obligations of Article 50.
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Three specific AI Act requirements are directly relevant here. The data-governance 
provisions of Article 10 demand representative, error-free, and bias-monitored training 
data — which aligns neatly with the fairness pillar from section 6.5 and builds on the 
back-testing and validation duties already in RTS 6 Article 5. The transparency and human-
oversight requirements of Articles 13 and 14 mean that high-risk AI systems must be 
designed so that a human can actually intervene during operation — including stopping 
the system outright — which echoes the kill-switch requirements in MiFID II Article 17 and 
the SEC's Market Access Rule (Rule 15c3-5). And the post-market monitoring obligations 
of Article 72 go further than the periodic self-assessments under RTS 6 Article 9, creating 
ongoing supervisory expectations closer to continuous model validation in banking 
(Mirishli, 2025).

Bringing the AI Act into the algorithmic-trading picture has three policy implications 
worth spelling out. Investment firms should map every AI component of their trading 
infrastructure against the Act's risk categories and consolidate the resulting obligations 
into a single compliance register that works alongside their existing MiFID II RTS 6 self-
assessment. National competent authorities should issue joint technical guidance with 
their AI Act counterparts to prevent firms from having to navigate two parallel regimes 
without coordination — following the precedent set by the ESMA (2026) supervisory 
briefing. And trading venues should make algorithmic impact assessment and post-
market monitoring a standard admission requirement for members deploying high-risk AI 
systems. Without these steps, the AI Act risks becoming just another compliance checkbox 
rather than a genuine tool for the kind of substantive ethical adequacy that this paper 
argues regulation should actually be aiming for.

6.7 Addressing Ethical Challenges

There are several important measures that can be used to prevent ethical problems in 
algorithmic trading. The regulatory supervision is very important in maintaining equitable 
financial markets by intensification of supervisory agencies like the U.S. Securities and 
Exchange Commission (SEC) and the U.K. Financial Conduct Authority (FCA). These rules 
should be reviewed and changed across the board on a regular basis to monitor the 
invention of new technology (Jobin et al., 2019). The other step that is necessary is to foster 
transparency. Organisations must instill explainability capabilities into the AI systems 
and establish legal frameworks that enhance transparent algorithms. The fair use of AI in 
trading would involve endless communication between the regulators, developers, and 
stakeholders that keep functioning in this field.

By creating equal opportunities, the absence of biases within algorithms that may cause 
discriminatory measures will ensure fairness. Regulations in the industry require automatic 
checks of the algorithms to identify and eliminate biases avoiding unfair setbacks of 
some players in the market (Floridi et al., 2018). A financial sector that implements such 
procedures adopter a consistent system of ethical algorithmic trading that coordinates 
technological improvements with principles of equity, transparency, and accountability.
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Ethical issues that arise in algorithmic trading can only be solved by regulation and not 
self-governance. The application of the principles of ethics like fairness, transparency and 
accountability should be implemented using binding measures of regulations, regulatory 
technologies and responsibility requirements. In the absence of the ethical approach to 
the regulatory systems, the controlling mechanisms will stay formal but not substantial.

7. Synthesis and Future Directions

Algorithms trading offers links between rules and expansion facilities and ethical 
behaviours besides establishing complex connections among these factors. Markets in 
Financial Instruments Directive II (MiFID II) by the EU is a regulatory document designed to 
promote the markets transparency and at the same time uphold the integrity of financial 
markets (Azzutti, 2024). The modern rate of technological advancement of trading presents 
a challenge to regulators undertaking supervision due to the fact that the regulatory 
laws are lagging behind the technical changes. The scalability technical constraints also 
increase ethical issues such as market manipulation and institutional investors beating 
the retail investors due to gain of the retailers through better accessibility. Due to the 
fact that the way the AI models work cannot be easily comprehended, it becomes highly 
impossible to ensure fairness and non-conformity of the decisions that were made with 
the models.

New regulation should also be able to build flexible systems of governance capable of 
abiding by the technological innovation. The systems of monitoring in real-time combined 
with the industry stakeholder’s co-operation with regulators will guarantee total control 
as a part of such future endeavours (Azzutti, 2022). Scalability problems should be 
overcome by investing in recent technological solutions such as quantum computing and 
blockchain to increase the processing power along with data protection. Ethical attention 
development of AI systems must involve developing transparent explainable models to 
establish fairness and accountability within systems. These strategies should be combined 
by the financial industry to have a successful trading to sustain both inventive innovations 
and ethical responsibility (ECB, 2019). 

The combination of the ethical concerns related with algorithmic trading and high-
frequency trading is an empirical measure of regulatory shortcomings. The pattern of 
constant manipulation, inequity in access and unclear decision-making processes are 
indicators that the current regulatory systems, which, in theory, are sound and healthy, 
might have the technological and institutional ability to impose ethical market behaviour 
in real time. These results support an argument of having regulatory adaptation instead 
of individual ethical discourse.
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8. Discussion 

The challenge associated with algorithmic and high-frequency trading regulation 
is a complex and dynamic phenomenon due to the combination of the high rate of 
technological innovation, market incentives on profits, and the constrained supervisory 
effectiveness of the regulatory authorities. However, as the above-discussion shows, 
despite continuous improvements in the regulatory frameworks, including MiFID II, and 
the regulatory framework of the U.S securities and exchange commission, the practical 
efficacy of the regulatory frameworks remains limited by the speed, scale, and flexibility 
of algorithmic trading systems (ESMA, 2021; SEC, 2021).

One of the major results of this study is that the effectiveness of regulation does not lie alone 
in the presence of elaborate regulations, but in the capacity to enforce such regulations 
given the prevailing market situations in real time. This result must be considered in its 
context of conflicting empirical evidence. Research revealing that algorithmic trading 
enhances liquidity and price discovery suggests that policy should not involve stamping 
out algorithmic trading (Brogaard et al., 2014; Hendershott et al., 2011). But other studies 
on flash crashes, competition for speed and withdrawal of liquidity indicate that these 
technologies can be destabilising during periods of stress (Baron et al., 2014; Kirilenko et al., 
2017). Hence, the regulatory task is selective and contingent: regulators need to separate 
the algorithmic trading that benefits market quality from the algorithmic trading that 
causes vulnerability, manipulation or unfair competitive advantage. Circuit breakers, limit 
of order to trade ratios, and compulsory pre-trade risk controls are some of the measures 
that have been put to limit the size and extent of extreme market events (Budish et al., 
2015). Nevertheless, these tools are mostly containment tools but not preventive enemies. 
Formal adequacy does not always ensure lack of instability as in cases of market disruption 
as recorded in regulatory assessments and so, the speed at which an algorithmic feedback 
loop is run when it exceeds the ability of supervision (European Central Bank [ECB], 2019).

The closer look at the European and U.S. regulatory practices also shows that there are 
structural disparities in regulatory enforcement philosophy which influences regulatory 
outcomes. The MiFID II European framework focuses on the ex-ante organisational 
demands, system testing, and venue-based regulations, indicating a preventative 
regulatory rationale (ESMA, 2021). By contrast, the U.S. regulatory model gives transparency 
and accountability of post-trade more prominence, implying the surveillance system, 
such as the Consolidated Audit Trail (Markham, 2024). Although each methodology 
focuses on different aspects of the market risk, both methods show weaknesses in the 
face of technologically connected and globally oriented trading houses. Jurisdiction 
fragmentation results in social utility as market agents engage with a strategic response 
to this change, so the effectiveness of all regulatory interventions at national levels 
decreases (Budish et al., 2015).

Scalability and technical complexity also contribute to regulatory problems, with the 
establishment of long-term asymmetry between the participants of the markets and the 
supervisory bodies. Trading institutions invest constantly to keep up with the dynamic 
low-latency infrastructure, co-location services, and high-level data-processing facilities 
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in order to enjoy competitive advantage (Hasbrouck & Saar, 2013). By comparison, 
regulators tend to use data that is retrospective, and inefficient surveillance mechanisms, 
and can therefore do very little to be proactive in responding to market stress that can 
happen quickly. This asymmetry supports one of the regulatory lag mechanisms whereby 
regulatory control systems respond to failures as opposed to predicting them, which 
compromises the preventative nature of regulatory design (ECB, 2019).

The ethical implications of the application of algorithmic and high-frequency trading, 
including market manipulation, unfair access, and obfuscated decision-making, are 
consequently not presented as their own moral problems, but as effects of regulatory and 
technological dysfunction. Although the application of practices, including spoofing and 
layering, is explicitly banned, their persistence in enforcement efforts indicates that current 
surveillance technologies have not kept pace with the rate and rapidity of algorithmic 
behaviour (SEC, 2021; ESMA, 2021). Likewise, the differences between institutional and 
retail investors remain even when there are formal regulations of fairness in the market, 
which has shown that equal access is impossible only through compliance with rules in 
technologically asymmetric markets.

One limitation of this review is that it does not present a complete quantitative meta-
analysis with pooled statistical estimates. The empirical evidence reviewed is based 
on different markets, time periods, asset classes, regulatory settings and measures of 
algorithmic trading or high-frequency trading. For instance, Hendershott et al. (2011) 
investigate algorithmic trading and liquidity in shares, Brogaard et al. (2014) look at the 
effects of HFT on price discovery, Kirilenko et al. (2017) study the 2010 Flash Crash, and 
Baron et al. (2014) examine performance and speed competition among HFT firms. Their 
results can therefore not be pooled into a single statistical effect size without generalizing. 
Rather, this paper conducts a qualitative empirical synthesis of the studies' direction, 
context, and policy implications. This paper could be built upon by a formal meta-analysis 
of empirical studies that use similar measures of liquidity, volatility, spreads, market depth, 
and price discovery.

In general, the results of the research indicate that current regulating systems have clearly 
enhanced the market transparency, documentation, and formal risk controls. However, 
they are still subject to a certain degree of reactivity, and they are limited by enforcement 
capacity, technological asymmetricity and fragmentation across borders. Devoid of 
adaptive regulatory design involving integration of technical know-how, real-time 
monitoring aptitude and harmonized international supervision, regulatory structures will 
lag increasingly behind the operations realities of algorithmic trading (ESMA, 2021). This 
supports this conclusion that the effectiveness of regulation in the future will mainly be 
determined not by the enlargement of rules but through better supervisory infrastructure 
and institutional flexibility.
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9. Conclusion

In conclusion, this paper aimed at critically assessing the efficacy of the existing regulatory 
frameworks of algorithmic and high-frequency trading. The discussion shows that though 
market transparency has been advanced and formal risk controls in place, especially through 
regulatory measures like MiFID II and the regulatory tools adopted by the U.S. Securities 
and Exchange Commission, there remains a lot of gaps on how they can deal with the 
challenge of technological driven market behaviour. The results also reveal that regulatory 
interventions do better at regulating the effects of extreme market events than regulating 
the causes of these events. The structural features, such as latency competition, volume, 
and complexity of the algorithms, remain the obstacles to supervisory enforcement and 
present the opportunities to regulatory adaptation by market participants. The presence 
of ethical considerations with algorithms trading then reinforces the results reached on 
the issue that the effectiveness of regulations is related to enforceability, as opposed 
to formal compliance only. In order to increase the effectiveness of the regulation, the 
new policy making should focus on the adaptive framework of governance that would 
be able to cope with the technological innovation. This is consisting of investment in 
real-time supervisory technologies, more cross- jurisdiction coordination, and regulatory 
standards that includes the transparency and accountability requirements in the alert 
algorithm systems. With regulatory design that is consistent with operational features of 
contemporary financial markets regulators are better placed to maintain market integrity, 
and to encourage responsible technological innovation.
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