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Abstract

Background: Central Bank Digital Currencies (CBDCs) represent a structural transformation
of monetary architecture. Every major monetary innovation has reconfigured rather than
eliminated systemic risk, and CBDCs follow this pattern introducing design-contingent
liquidity risk, novel operational and cybersecurity vulnerabilities, and regulatory
governance gaps at sovereign scale.

Aim: This paper examines CBDCs through an integrated risk-based framework, analysing
liquidity risk, monetary transmission effects, operational and cyber risks, and user adoption
dynamics as interconnected rather than independent dimensions.

Methods: A comparative analytical review synthesizes monetary economics models,
macro-network simulations, institutional reports (BIS, IMF, ECB), and an Austrian user
survey (n=2,006) across three analytical expectations.

Results: Liquidity and transmission effects are design-contingent; operational and cyber
risks are qualitatively distinct from those of prior financial technologies due to sovereign-
scale concentration; adoption dynamics interact with the risk architecture: crisis-driven
conversion to CBDC poses greater systemic risk than voluntary gradual adoption.

Conclusions: CBDCs do not remove systemic fragility; they redistribute it across liquidity,
operational, privacy, and governance channels. The evidence suggests that policy
outcomes depend primarily on design choices and rollout conditions, which makes
cautious, cash-like, privacy-sensitive implementation the most prudent baseline.
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Introduction

Central Bank Digital Currencies (CBDCs) are increasingly framed as the next evolutionary
stage in sovereign money. As Tang and Si (2025) describe, a CBDC is "a digitized liability of
the central bank designed to function as legal tender in electronic form," a definition that
positions CBDCs not as a payment system upgrade but as a fundamental reconfiguration
of the monetary architecture. The Bank for International Settlements (BIS) draws the same
conclusion: "issuing a CBDC should not be considered to be a technological project but
rather a fundamental change in the way that the central bank operates" (BIS, 2023).

As of 2024, over 130 countries representing 98 per cent of global GDP were investigating
CBDC projects (Atlantic Council, 2024). Live deployments include the Bahamas Sand
Dollar, Nigeria eNaira, Jamaica JAM-DEX, and China e-CNY. The ECB digital euro project
has advanced to its preparation phase. Yet despite this momentum, the academic and
policy literature has treated CBDC risks in silos: financial stability researchers examine
disintermediation; cybersecurity specialists analyse attack surfaces; regulatory scholars
debate privacy-compliance trade-offs; and user-adoption researchers study payment
preferences. An integrated framework that connects these dimensions is largely absent.

Prior studies have addressed these risk dimensions individually: financial stability research
examines disintermediation (Keister & Sanches, 2023; Luu et al., 2023); operational and
cybersecurity work analyses attack surfaces and governance gaps (BIS, 2023); legal
scholarship debates privacy-compliance architectures (Soana & de Arruda, 2024); and
behavioural research studies adoption determinants (Abramova et al., 2022; Singh et al.,
2025). What the literature lacks is a framework that models the interactions between these
dimensions how adoption success shapes operational risk exposure, how a privacy breach
triggers compliance obligations that erode user trust and amplify liquidity stress, and how
design choices intended to improve monetary transmission simultaneously determine the
run-risk profile. This paper's distinctive contribution is to make these feedback dynamics
explicit, offering an integrated risk architecture analysis that is more than the sum of its
disciplinary parts.

A systematic review of 140 peer-reviewed CBDC studies proposes a 'design trilemma':
no retail CBDC architecture can simultaneously maximise privacy, financial stability, and
regulatory compliance (Said & Lansky, 2026). The integrated risk framework proposed in
this paper complements this finding by modelling the feedback dynamics through which
failures in one risk dimension propagate and amplify risk in others.

This paper addresses that gap by examining CBDCs through a unified risk-based lens.
It draws on two analytical foundations. The first is the historical observation that every
major monetary innovation from fractional-reserve banking to the introduction of real-
time gross settlement (RTGS) systems has reshuffled rather than reduced systemic risk.
The second is the BIS taxonomy of money (Bech & Garratt, 2017), which distinguishes
retail from wholesale CBDCs, and token-based from account-based architectures, as the
foundational design variables that determine how risks materialize.
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The paper investigates three analytical expectations. (AET) CBDC-induced liquidity and
transmission effects are design-contingent and structurally ambiguous: depending on
remuneration, holding limits, and market structure, they can either amplify or reduce
financial fragility. (AE2) Operational, cyber, and regulatory risks introduced by CBDCs are
qualitatively distinct from those of prior financial technologies, because they operate at
the core of sovereign monetary systems. (AE3) User adoption dynamics interact with the
risk architecture: privacy concerns, security perceptions, and digital experience shape not
only adoption likelihood but also the nature of liquidity risk that materializes in practice.

Section 1 reviews the literature across four thematic dimensions, Section 2 presents
the methodology, Section 3 reports the findings, Section 4 discusses the integrated
risk framework, and Section 5 sets out the policy recommendations. The conclusion
synthesizes the main insights and identifies directions for future research.

1. Literature Review
1.1 Monetary Innovation and the Reconfiguration of Systemic Risk

The historical record of monetary innovation offers the most important prior for evaluating
CBDC risks: transformations in monetary architecture consistently reconfigure systemic
risk rather than eliminate it. The US free banking era (1830-1863), during which private
banknotes circulated widely against volatile state bond collateral, produced a system
"economically inefficient and prone to runs" (Martino, 2024). The National Banking
Act of 1863 centralized note issuance, but systemic fragility persisted in new forms
through the banking panics of the late 19th century. The creation of the Federal Deposit
Insurance Corporation in 1933 reduced depositor run risk but gave rise to moral hazard.
The introduction of RTGS systems in the 1990s eliminated settlement risk between large
counterparties but created new concentration risks in payment infrastructure.

Paniagua Prieto (2022) documents this pattern in institutional terms, arguing that central
banks themselves did not emerge through efficiency-driven design but through "recurrent
political bargains" under conditions of incomplete contracts. The Bank of England began
as a private profit-seeking institution, acquiring monopoly privileges in exchange for fiscal
support to the state. This "entangled political economy" where monetary architecture
reflects political negotiation rather than welfare optimization is a recurring structural
feature. The same logic applies to CBDC design: choices about remuneration, access, and
privacy are not purely technical but are shaped by the distributional interests of states,
commercial banks, and financial regulators, and the resulting architecture will reflect
those negotiations as much as any welfare-optimal blueprint.

The implication for CBDC analysis is clear: risk assessment should not evaluate CBDCs

against an idealized benchmark of perfect monetary stability, but against the historically
observed pattern of innovation-driven risk reconfiguration. CBDCs will likely reduce some

ACTA VgFS, 1/2026, vol. 20, www.vsfs.cz/acta




existing risks settlement risk, counterparty exposure, cash management costs while
introducing qualitatively new vulnerabilities at sovereign scale.

1.2 Liquidity Risk and Monetary Transmission under CBDCs

The primary financial stability concern associated with retail CBDCs is bank
disintermediation: the risk that households and firms shift deposits from commercial
banks into CBDC, draining the funding base that supports credit creation. The ECB
articulates the mechanism directly: "given its safety (plus the potential to carry interest),
CBDCis considered to increase run incentives converting bank deposits into CBDC shields
them from the risk associated with a bank failure" (Ahnert et al., 2024). Infante et al.
(2024) document that even moderate adoption could produce "a sizable outflow of bank
deposits into CBDC holdings," forcing banks onto more expensive wholesale funding and
contracting credit supply.

Macro-network simulations by Castrén, Kavonius, and Rancan (2022) reinforce the
systemic dimension of this risk: even a 20 per cent deposit shift can create substantial
bank funding gaps, forcing asset sales that depress corporate bond prices and restrict
household borrowing through second-order contagion effects. Tercero-Lucas (2023),
using a Diamond-Dybvig framework, shows that the relationship between CBDC interest
rates and bank stability is nonlinear: moderate remuneration may improve competitive
outcomes and financial inclusion, but high remuneration accelerates the disintermediation
that creates fragility. Critically, Nyffenegger (2024) demonstrates that the nature of CBDC
use is determinative: when CBDCs function as a medium of exchange, disintermediation
effects are limited; when used as a savings vehicle, disintermediation "almost doubles."

However, the disintermediation narrative is contested. Brunnermeier and Niepelt (2019)
demonstrate formally that under certain conditions, a swap between private and public
money leaves equilibrium allocation unchanged the "equivalence theorem" provided
the central bank lends back to commercial banks the deposits it absorbs (pass-through
funding). Chiu and Davoodalhosseini (2023) find that a cash-like CBDC can crowd in
banking intermediation by improving payment efficiency and reducing transaction
costs, increasing bank intermediation by up to 10.2 per cent in a calibrated US model.
Luu, Nguyen, and Nasir (2023), in the largest cross-country empirical study to date (1,176
banks, 86 countries), find that retail CBDC adoption is associated with improved bank
stability on average, though effects are heterogeneous by bank size and market structure.

On monetary transmission, CBDCs introduce both enhancements and complications.
A remunerated CBDC strengthens interest-rate pass-through: because CBDC holdings
are more responsive to policy rate changes than commercial deposits which adjust
sluggishly due to market power CBDCs can accelerate the transmission of rate decisions
to final borrowers (Ahnert et al., 2024). In concentrated banking markets, this competitive
pressure may increase bank lending rather than reduce it (Chiu et al., 2022, as cited in
Ahnert et al., 2024). Programmability introduces an additional transmission channel:
central banks could embed spending conditionality into CBDC (for instance, directing
stimulus payments to essential goods categories) or eliminate the zero lower bound by
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applying negative rates directly to CBDC holdings (Dionysopoulos et al., 2024). However,
volatility in CBDC demand driven by portfolio adjustment behaviour and flight-to-safety
during stress could complicate interest rate corridor management and make short-term
money markets less predictable (Ahnert et al., 2024).

It is important to acknowledge that the risk-focused framing of this section reflects the
paper's analytical focus, not an absence of countervailing evidence. A distinct strand of the
literature identifies conditions under which CBDCs are stabilising or welfare-enhancing.
Luu et al. (2023), in the largest cross-country empirical study available, find that CBDC
adoption is associated with improved bank stability on average across 1,176 banks in
86 countries. Financial inclusion benefits are among the most consistently cited policy
rationales for CBDC adoption in emerging markets (IMF, 2023). Payment system efficiency
gains from reducing settlement friction have also been documented as positive CBDC
effects (BIS, 2023). This paper does not contest these findings. Its focus on risk dimensions
reflects the view that effective risk governance is a precondition for realising CBDC's
potential benefits: the downside scenarios must be managed before the upside can be
confidently captured by policymakers.

1.3 Operational, Cyber, and Regulatory Risks

The operational risk profile of CBDCs is qualitatively distinct from that of prior payment
innovations. Unlike the gradual digitization of interbank settlement or the incremental
adoption of online banking, CBDCs embed the central bank directly in retail payment
infrastructure, a domain previously managed by commercial banks. The BIS identifies risks
across operating, technological, third-party, and continuity domains (BIS, 2023). It warns of
potential gaps in central banks internal capabilities and skills that may force outsourcing
to private technology providers. This creates vendor concentration and supervision risks
analogous to commercial banks historical dependence on card networks and telecoms
infrastructure.

Historical analogies are instructive. The deployment of ATMs in the 1970s-1980s
introduced fraud and reconciliation vulnerabilities before controls matured. Online
banking in the 1990s scaled faster than internal cybersecurity governance. In each case,
the pattern identified by Tang and Si (2025) obtained: technological innovation promising
efficiency was followed by rapid expansion beyond institutional governance, emergence
of systemic risk and public concern, and eventual regulatory stabilization. CBDCs are
currently in the "experimental and pilot-heavy stage globally" that corresponds to the
early phases of this cycle.

Cybersecurity risk for CBDCs is qualitatively more severe than for private financial
systems because a successful attack on CBDC infrastructure would directly threaten
trust in sovereign currency not merely in a commercial institution. Murphy et al. (2024)
document that "the aggregation of retail payment data within a central infrastructure
raises heightened cybersecurity and surveillance vulnerabilities." Offline CBDC designs
introduce an additional attack surface: Michalopoulos et al. (2025) caution that secure-
element-based offline architectures must balance "tamper resistance with compliance
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enforcement," since physical device compromise could enable illicit transactions that
bypass central monitoring entirely.

Regulatory risk involves a fundamental redistribution of supervisory power. Soana and
de Arruda (2024) argue that CBDCs may "radically change the allocation of burden and
the responsibility over the supervision of retail transactions" roles traditionally held by
commercial banks and financial intelligence units. This echoes the disruption caused by
the rise of shadow banking, which created regulatory gaps that were not addressed until
after the 2008 financial crisis. Murphy et al. (2024) identify the core governance question
as: "which entities are responsible for compliance monitoring and data protection” in
a CBDC system where the central bank is both issuer and infrastructure operator? This
dual role represents a structural conflict of interest with no clear historical precedent in
the modern central banking tradition.

1.4 Privacy Architecture: Technical Solutions and Their Limits

Privacy design sits at the intersection of all three risk dimensions. Kaur (2024) finds in
a systematic literature review that direct-model CBDCs generate extensive data collection
and central bank data retention challenges in hybrid approaches. Soana and de Arruda
(2024) warn that eliminating the anonymity properties of cash would dismantle the
remaining cone of shadow that cash guarantees. This privacy baseline has historically
constrained state financial surveillance, regardless of the regulatory framework in place.
Quantitative synthesis across 140 peer-reviewed CBDC studies confirms the structural
nature of this tension: tiered privacy, which partially sacrifices both privacy and compliance
to maintain a feasible design, is endorsed in 71.4% of privacy-coded articles, while full
anonymity is endorsed by only 3.6% (Said & Lansky, 2026).

The technical literature identifies several architectures for privacy-preserving CBDC.
Zero-knowledge proof (ZKP) protocols allow users to prove transaction validity without
revealing identifying information to the ledger operator. Blind signature schemes, used
in early e-cash systems (Chaum, 1983), enable transaction anonymity at the point of
transfer. Pseudonymous account models where users hold CBDC in addresses not directly
linked to civil identities offer intermediate privacy at the cost of reduced AML traceability.
Each of these approaches involves a privacy-compliance trade-off: the more robust the
privacy guarantee, the weaker the AML enforcement capacity a structural tension that no
technical architecture has yet resolved without design concessions on one or both sides.

Singh, Yadav, and Gupta (2025) provide empirical evidence that perceived anonymity
is a significant positive driver of CBDC adoption intentions, particularly among privacy-
sensitive user segments. This creates a market pressure for strong privacy that directly
conflicts with the regulatory demand for traceability. The design resolution identified
consistently in the literature tiered privacy by transaction size and user type is technically
feasible but politically demanding; it requires legislative definition of what constitutes
a "small" transaction exempt from full KYC, cross-jurisdictional agreement on
interoperability standards, and institutional commitment to data minimization principles
that may be eroded by mission creep.
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1.5 User Adoption and Behavioural Risk

User adoption is not merely a communications challenge; it is a risk management variable.
If adoption is lower than expected, the monetary policy rationale for CBDC (improved
transmission, reduced private-money dependence) weakens. If adoption is concentrated
in certain demographics or triggered by stress events (flight-to-safety runs), it amplifies
liquidity risk. Abramova et al. (2022), in a nationally representative survey of 2,006 Austrian
residents, find that only approximately 54 per cent expressed moderate interest in
a digital euro, with interest concentrated among younger, digitally engaged individuals.
Satisfaction with existing payment options particularly cash and debit cards were already
remarkably high across the sample.

The Austrian data carry important limitations for generalization. Austria is characterized
by high institutional trust, a well-developed banking sector, and a population close to
the European median on privacy attitudes. Countries with lower trust in government
institutions, weaker banking infrastructure, or histories of currency crises may exhibit
qualitatively different adoption dynamics. Nigeria's eNaira experience illustrates this:
despite being a live CBDC, adoption remained persistently low, attributed partly to limited
digital literacy and partly to distrust of the central bank's data governance intentions (IMF,
2023). Generalizing from high-trust, high-income survey data to global CBDC adoption
policy therefore requires caution.

Kahn and Lifares-Zegarra (2016) provide foundational evidence on the security-
behaviour nexus: identity theft incidents cause statistically significant shifts toward more
secure payment instruments, and even second-hand exposure to fraud alters payment
choices. This finding has a critical implication for CBDC risk: if users perceive the CBDC as
a surveillance instrument or as technically vulnerable, they will not merely decline to
adopt it they will actively shift toward cash and private alternatives, potentially reinforcing
the cash-reliance that CBDC policy seeks to reduce.

2. Methodology
2.1 Approach and Justification

This paper employs a comparative analytical review methodology, synthesizing evidence
from theoretical models, institutional reports, empirical cross-country studies, macro-
network simulations, and a user-preference survey. This approach is warranted by the
current state of CBDC research: most jurisdictions have not yet deployed retail CBDCs
at scale, limiting primary empirical data collection. As Kahn, Rivadeneyra, and Wong
(2018) observe, "empirical evaluation of user behaviour with new monetary instruments
is severely limited by the abstract nature of CBDC as a still-non-existent product” in most
developed economies.
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Rather than testing formal hypotheses which would require primary data not yet
available the paper frames its inquiry as three analytical expectations (AEs) grounded in
theoretical predictions from the literature. This framing is epistemologically appropriate:
AEs specify what the evidence should show if the underlying mechanisms operate as
theorized, without asserting causal claims that the available evidence cannot support.
The distinction between a hypothesis (a falsifiable empirical claim) and an analytical
expectation (a theoretically grounded prediction evaluated through triangulated
evidence) is methodologically significant: it allows honest acknowledgement of the limits
of inference from secondary data.

Literature Selection. The review follows a semi-systematic (structured narrative) approach,
appropriate given that CBDC research spans monetary economics, financial stability,
cybersecurity, law, and behavioural science. Searches were conducted in Scopus, Web
of Science, Google Scholar, and institutional repositories of the BIS, ECB, and IMF. Search
terms included combinations of: 'central bank digital currency, 'CBDC, 'liquidity risk,
'operational risk, 'privacy, 'financial stability, and 'monetary policy transmission. The
search period covered 2017-2025. Inclusion criteria required that sources address CBDC
design, risk, or policy implications through theoretical, empirical, or institutional analysis.
Opinion pieces without scholarly or institutional grounding were excluded. Where strong
policy claims draw on working papers or institutional reports rather than peer-reviewed
sources, this is flagged explicitly in the text.

2.2 Analytical Framework

The analytical framework integrates three research streams. The first is monetary
economics and financial stability literature, drawing on formal models (Diamond-Dybvig,
Brunnermeier-Niepelt, Tercero-Lucas, Keister-Monnet) and cross-country empirical work
(Luu et al., 2023) to evaluate AE1.The second is financial risk management and technology
governance literature, drawing on BIS operational risk taxonomy, IMF fintech notes, IEEE
technical assessments, and historical analogies to evaluate AE2. The third is behavioural
finance and technology adoption literature, drawing on the Austrian survey (Abramova et
al., 2022) and payment behaviour research (Kahn & Lifares-Zegarra, 2016) to evaluate AE3.

The analytical strategy triangulates across these streams to identify convergences and
divergences. Source evaluation follows a graduated hierarchy: peer-reviewed empirical
studies with large samples carry primary evidential weight; institutional reports from
the BIS, ECB, and IMF inform the policy context as secondary evidence; and theoretical
models are evaluated for their boundary conditions rather than accepted as universal
predictions. Where multiple independent methodologies (theoretical modelling, cross-
country empirics, simulation, survey data) converge on the same conclusion, confidence
is high. Where they diverge, as with the disintermediation debate, the paper specifies the
conditions under which each prediction holds rather than adjudicating between them.
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2.3 Data Sources and Limitations

The primary empirical anchors are: the Austrian CBDC user survey (Abramova et al., 2022;
n=2,006, nationally representative); the cross-country banking stability study (Luu et al.,
2023; 1,176 banks, 86 countries, 2010-2021); the BIS operational risk report (BIS, 2023); the
IMF privacy and data-use note (Murphy et al,, 2024); and the Castrén et al. (2022) macro-
network simulation. These are supplemented by theoretical models and policy analyses
cited throughout.

Key limitations: (1) the Austrian survey reflects attitudes toward a hypothetical digital
euro, not behaviour toward a live CBDC stated preferences may diverge from revealed
preferences; (2) the Luu et al. cross-country study uses a CBDC adoption index based on
announcement and investigation stage, not actual deployment, limiting inferences about
live-system effects; (3) the BIS operational risk analysis is based on expert assessment
rather than incident data, since few CBDC cyber incidents have been publicly documented;
(4) the paper does not include primary data collection. These limitations are addressed by
triangulating across multiple independent sources and by specifying the conditions under
which each finding holds rather than asserting universal generalizability.

3. Findings
3.1 AE1: Liquidity and Transmission Effects Are Design-Contingent

AE1 is supported with important nuance. Empirical evidence confirms that CBDC-induced
liquidity effects are not mechanically destabilizing; they are design-contingent and
market-structure-dependent. Three conditions amplify disintermediation risk. Fragility
is elevated: (i) when CBDC is interest-bearing at rates competitive with bank deposits;
(ii) when CBDC functions as a savings vehicle rather than a transaction buffer; and (iii)
when banking markets are competitive, preventing banks from absorbing funding shocks
through deposit rate adjustments (Keister & Sanches, 2023). Three conditions support
improved stability. CBDC reduces fragility: (i) when designed as cash-like (zero or low
interest, offline-capable), substituting for physical cash rather than deposits; (ii) when
the central bank implements pass-through funding; and (iii) when CBDC introduces
competitive pressure in concentrated banking markets, improving deposit terms and
expanding financial inclusion (Luu et al.,, 2023; Chiu & Davoodalhosseini, 2023).

On monetary transmission, the empirical evidence supports AE1's expectation that CBDCs
strengthen pass-through. Ahnert et al. (2024) demonstrate that a remunerated CBDC
"could be more responsive to changes in policy rates" than bank deposits, strengthening
the transmission of rate decisions to funding costs and lending rates. The programmability
channel is theoretically compelling but empirically under-evidenced: it is technically
feasible to embed spending conditionality or negative rate floors into CBDC, but no
live central bank deployment has yet demonstrated these capabilities at scale without
generating adoption resistance.
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Empirically, the Castrén et al. (2022) network simulation provides the most granular
quantitative insight: a 20 per cent deposit shift produces second-order contagion across
corporate bond markets and household lending, suggesting that CBDC-related liquidity
risks are systemic rather than idiosyncratic. This finding implies that existing prudential
frameworks calibrated for bank-specific liquidity shocks may be inadequate to manage
CBDC-driven run dynamics, which would propagate through the financial network before
regulatory intervention could occur.

Empirically, recent panel evidence by Rizwan, Ahmad, and Qureshi (2025) adds a further
implementation-stage nuance: while CBDC-related news is associated with lower
systemic risk in the long run overall, countries in advanced CBDC development stages
exhibit a significant positive association between CBDC-related news and systemic risk.
This suggests that the risk profile may shift as CBDC projects move from abstract policy
signalling toward operational implementation.

At the theoretical extreme of the design space, Bossone and Haines (2023) propose a 'next-
level CBDC' architecture aimed at 'super-stability’: moving all deposits off commercial
bank balance sheets and onto the central bank's ledger, thereby eliminating fractional-
reserve fragility entirely. Under this model, the central bank issues money and channels
it to banks as direct loan advances; commercial banks retain their credit intermediation
function but become fully funded pass-through entities, insulating the payment system
from insolvency risk. While radical, the proposal is analytically important because it defines
the outer boundary of the design-contingency claim in AE1: stability is achievable by
design, but only at the cost of a structural transformation of banking that no jurisdiction
has yet attempted. Most real-world CBDC frameworks are calibrated at the opposite pole
precisely to avoid this degree of disintermediation which is why design choices around
remuneration and holding limits carry such high analytical weight.

3.2 AE2: Operational and Cyber Risks Are Qualitatively Novel

AE2 is strongly supported. Empirical and institutional evidence shows that CBDC
operational and cyber risks differ from those of prior financial technologies in three
dimensions that create qualitatively new governance challenges.

First, scale and concentration. Previous financial technology introductions ATMs, online
banking, payment cards expanded risk exposure within existing intermediary structures.
CBDCs centralize transactional value within a single sovereign infrastructure, creating
a systemic single point of failure with no private-sector analogue. A successful attack on
a CBDC ledger would compromise trust in the currency itself, not merely in a commercial
institution. The BIS (2023) identifies this as the defining feature of CBDC cyber risk: its
consequences are intrinsically systemic.

Second, capability gap. Central banks have historically operated in wholesale settlement
and cash issuance not in retail-facing digital service delivery. The BIS (2023) warns
explicitly of "potential gaps in central banks' internal capabilities and skills" that may
force outsourcing to private technology vendors. This creates vendor concentration risk
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and supervision gaps, since central banks may lack the technical expertise to audit the
systems, they are contractually dependent upon. The historical parallel is the dependence
of commercial banks on card network infrastructure a dependency that became a systemic
vulnerability when network operators experienced outages or security breaches.

Third, privacy-surveillance duality. CBDC systems that aggregate retail transaction
data create a surveillance infrastructure whose misuse risk is qualitatively different
from commercial data breaches. Murphy et al. (2024) frame this as "the aggregation
problem™: centralized retail payment data enables inference of behavioural patterns,
political affiliations, health conditions, and social networks from transaction histories
alone information categories that are not captured by existing financial data protection
frameworks. Soana and de Arruda (2024) document the regulatory gap: AML and financial
integrity frameworks were designed for intermediated systems where commercial banks
hold transaction data; they do not provide adequate protections when a state institution
holds the data.

The 'Cyber: offline hardware' risk category for which no close historical analogue exists
has attracted specific technical responses. Technical evidence from Michalopoulos et al.
(2025) demonstrates through a working prototype that a combination of Secure Elements
(SE) and Zero-Knowledge Proofs (ZKPs) can create a '‘compliant-by-design' architecture for
offline CBDC transactions. Under this design, regulatory constraints transaction limits, age-
restricted payment checks are enforced at the hardware level without revealing the user's
identity or transaction details to the central authority. Critically, the prototype achieves
a transaction latency below five seconds, placing it within the performance envelope of
modern payment systems. This technical pathway is significant for the integrated risk
framework because it directly addresses the privacy-compliance trade-off identified in
AE3: SE+ZKP architecture can, in principle, deliver AML-compatible offline functionality
without the surveillance exposure that drives privacy-sensitive adoption resistance. The
constraint is not technical feasibility but regulatory readiness most jurisdictions lack the
legal frameworks and certification standards needed to deploy SE-based offline CBDC at
scale.

Table 1 summarizes the CBDC risk categories, their historical analogues, and the
amplification factors that make CBDC risks qualitatively distinct.
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Table 1: CBDC Risk Categories, Historical Analogues, and Amplification Factors

Risk Historical Analogue CBDC Amplification Key Sources
Category Factor
Operational: | ATM deployment; online | Sovereign scale; central BIS (2023); Tang & Si
retail banking rollout bank capability gap; (2025)
infrastructure vendor concentration
Cyber: Card credential theft; Systemic trust impact; Murphy et al.
ledger attack |online banking phishing |single point of failure; no | (2024); BIS (2023)
private-sector backstop
Cyber: offline | No close analogue Physical device Michalopoulos et al.
hardware compromise enables (2025)
untraceable illicit transfers
Regulatory: | Shadow banking Central bank in dual role: | Soana & de Arruda
supervisory | regulatory gap (2004- issuer and compliance (2024); Murphy et
reallocation |2008) monitor al. (2024)
Privacy: Government financial Retail-scale behavioral Kaur (2024); Murphy
surveillance |intelligence databases inference from payment et al. (2024)
duality data
Liquidity: Money market fund Instant digital transfer Castrén et al. (2022);
deposit flight | growth (1970s-1980s) amplifies run velocity Tercero-Lucas (2023)

Source: Author's own compilation, based on: BIS (2023); Castrén, Kavonius, & Rancan (2022); Kaur (2024);
Michalopoulos et al. (2025); Murphy et al. (2024); Soana & de Arruda (2024); Tang & Si (2025); Tercero-Lucas (2023).

3.3 AE3: Adoption Dynamics Interact with Risk Architecture

AE3 is supported, with important qualifications about the limits of the Austrian data. The
Abramova et al. (2022) survey identifies three user segments with distinct risk implications.
First, digitally engaged early adopters, younger and cryptocurrency-experienced, show
high adoption intent and lower privacy sensitivity. This segment drives the network-effect
dynamics central to monetary policy success, but is demographically narrow. Second,
security-sensitive users condition their adoption on fraud protection, consistent with Kahn
and Linares-Zegarra (2016). This majority segment can be secured through robust security
architecture and transparent institutional communication. Third, privacy-maximizing
cash users reject traceable digital money entirely. This segment will remain outside CBDC
regardless of design and must be accommodated through a cash coexistence policy.

The interaction between adoption patterns and liquidity risk is significant and under-
explored in the literature. If CBDC adoption is concentrated among the digitally engaged
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and security-conscious, the deposit shift will be moderate and gradual, manageable
through conventional prudential instruments. But if a crisis event triggers a flight-to-
safety run in which even cash-preferring users rapidly convert deposits to CBDC (as the
ECB disintermediation mechanism predicts), the risk profile changes qualitatively: the
run population becomes the entire depositor base, the velocity is digital, and the scale
is systemic. Theory predicts that the distinction between voluntary adoption and crisis-
driven substitution is a critical variable that existing CBDC risk models calibrated on
steady-state adoption may systematically underestimate.

Singh et al. (2025) provide the most granular empirical evidence on the predictors of CBDC
adoption intent. Their extended UTAUT model identifies Digital Financial Literacy (DFL) as
the strongest predictor of adoption intent and as a cognitive enabler of CBDC uptake—
more influential than performance expectancy, social influence, or effort expectancy—
because it determines whether users can process the risk-benefit trade-offs inherent in
digital monetary instruments at all. This finding reinforces the view that CBDC adoption
is not a purely functional decision, but a logically processed and emotionally regulated
mechanism shaped by users' capacity to interpret privacy, security, and usability trade-offs.
Perceived anonymity emerges as the second most significant driver, reinforcing the privacy-
adoption linkage identified in Abramova et al. (2022). Together, these findings reframe the
adoption challenge: successful CBDC implementation is as much a cognitive preparedness
problem as it is a technical or privacy design problem. This creates a compounded design
tension increasing privacy protection to drive adoption addresses the anonymity barrier
but does nothing for populations with low DFL, while DFL investment is a precondition
for any privacy architecture to translate into actual adoption behaviour. This tension is
not resolvable through communication alone; it requires genuine architectural trade-
offs between privacy, stability, and AML compliance to be complemented by structured
financial education programs delivered ahead of deployment.

From a theoretical perspective, the risk-architecture implication of the DFL finding is
significant and under-examined in the structural CBDC literature. In populations with
low DFL including many older and rural cohorts across CEE (European Commission,
2023) even a well-designed CBDC with strong privacy protections may fail to achieve
the adoption thresholds necessary for monetary policy effectiveness, not because the
design is inadequate, but because users lack the cognitive infrastructure to evaluate it.
CBDC deployment strategies that do not incorporate DFL investment as a prerequisite
condition are therefore systematically underestimating the behavioural preconditions for
the monetary policy outcomes that justify the infrastructure investment.

4, Discussion
4.1 The Integrated Risk Framework

The most important finding of this review is that CBDC risks do not operate independently;
they are structurally interconnected. The liquidity risk profile (AE1) is a direct function
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of user adoption patterns (AE3). Voluntary, gradual adoption by digitally engaged
early adopters produces manageable and predictable deposit shifts. Crisis-driven mass
conversion to CBDC, by contrast, creates a run dynamic structurally indistinguishable from
a bank run, but faster, larger, and harder to interrupt through conventional lender-of-last-
resort mechanisms. Similarly, the operational and cyber risk profile (AE2) is amplified by
adoption success: a widely adopted CBDC is a more valuable attack target and a more
consequential point of failure than a niche instrument with low uptake.

This interconnection implies that CBDC risk cannot be managed in silos. A design
optimized for monetary transmission (high remuneration, wide accessibility) maximizes
disintermediation and run risk. A design optimized for cybersecurity (centralized
architecture, strong KYC) maximizes surveillance risk and suppresses adoption among
privacy-sensitive users. A design optimized for user adoption (offline capability,
pseudonymity) weakens AML compliance. The core structural tension can be stated as
a trilemma: privacy versus stability versus compliance, but the operational risk dimension
identified in AE2 must be added as a fourth vertex: in practice this paper argues the
trilemma is a quadrilemma, where no design choice can simultaneously optimize all four
dimensions.

Figure 1: Interconnections within the Integrated CBDC Risk Framework
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4.2 Engaging with Opposing Views

Several influential arguments in the literature challenge the risk-focused view of CBDCs
presented here. Brunnermeier and Niepelt (2019) demonstrate formally that under the
equivalence theorem, a CBDC that is backed by pass-through central bank lending to
commercial banks leaves all real allocations unchanged—no disintermediation, no credit
contraction, no welfare loss. This result is theoretically elegant, but it requires the central
bank to implement pass-through funding at scale and to maintain it under stress, when
the political pressure to restrict lending to distressed banks may be most acute. Luu et
al. (2023) find net positive stability effects from CBDC adoption, but their CBDC adoption
index proxies investigation and announcement rather than live deployment the positive
effects may reflect the signalling value of CBDC research commitment rather than the
causal impact of CBDC issuance.

Keister and Monnet (2022) offer perhaps the most compelling counter-argument to
the fragility narrative. A well-designed CBDC can reduce bank run risk through two
mechanisms. The first is the maturity transformation channel: banks offer less insurance
when depositors have a CBDC exit option, making them less run-prone. The second is the
information channel: monitoring CBDC inflows enables faster identification and resolution
of weak banks. Their model shows that the information effect alone can eliminate the
multiple-equilibria bank-run problem. However, this result depends on central banks
having the technical and institutional capacity to use CBDC flow data for real-time bank
health monitoring, precisely the kind of capacity that BIS (2023) identifies as currently
absent in most central bank institutions.

At the far end of the architectural spectrum, Bossone and Haines (2023) propose a more
radical resolution: their 'next-level CBDC' model achieves 'super-stability' by moving all
deposits off commercial bank balance sheets entirely and onto the central bank's ledger.
Under this design, fractional-reserve fragility is eliminated there are no commercial
bank liabilities to run against and the central bank channels money back to banks as
direct loan advances, preserving credit intermediation while insulating the payment
system from insolvency risk. This proposal marks the theoretical outer boundary of AE1's
design-contingency claim: systemic run risk is fully solvable by architectural choice, but
only at the cost of a structural transformation of banking that no jurisdiction has yet
attempted and that raises profound questions about central bank mission creep and
democratic accountability. The conservative 'cash-like design' recommendation in Section
5 is calibrated precisely against this boundary: it accepts residual disintermediation
risk as the price of preserving the commercial banking system, rather than resolving
stability by eliminating the system that creates it. Policymakers who find this trade-off
unacceptable should engage seriously with the Bossone-Haines model as a structural
alternative acknowledging that the choice between conservative and radical CBDC design
is ultimately a choice about how much of the existing monetary architecture to preserve.

The most honest assessment is therefore one of structural ambiguity: the direction of CBDC

effects on financial stability is theoretically indeterminate and empirically conditional.
Policymakers who dismiss disintermediation concerns as theoretically resolved (citing
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Brunnermeier-Niepelt) or who dismiss stability-enhancement arguments as naive (citing
Castrén et al.) are both overstating the current evidence. The appropriate response is
design that minimizes downside risk rather than design that assumes a particular outcome.

4.3 Historical Pattern Recognition and Its Limits

The historical analogies deployed throughout this paper free banking instability, ATM
deployment, online banking governance gaps are analytically useful but must be applied
with care. CBDCs differ from all previous monetary technologies in one critical respect: they
are issued by the sovereign itself. Private banknote runs were dangerous but self-limiting
they destroyed the private issuer, not the monetary system. ATM fraud was costly but
isolated it affected individual banks, not the entire payment infrastructure. CBDC failures
would directly impair public trust in sovereign money, a loss that cannot be absorbed
by market mechanisms because there is no private backstop for central bank credibility.

This distinction suggests that the "regulatory stabilization" phase of the historical
innovation cycle which eventually contained the risks of ATMs, online banking, and mobile
payments may not arrive quickly enough for CBDCs. The speed of digital financial flows
means that run dynamics and cyber-attacks operate on timescales of minutes to hours,
while regulatory responses and legislative frameworks operate on timescales of months
to years. The governance gap may therefore be structurally larger for CBDCs than for any
previous financial technology.

4.4 Implications for the Czech Republic and Central and Eastern
Europe

The Czech and broader Central and Eastern European (CEE) context reinforces several of
the paper’s findings. The Czech National Bank (CNB) has adopted a cautious stance toward
retail CBDCs, stating that the current payment ecosystem is efficient and that “there is no
urgent need for a digital koruna” (CNB, 2023). The Czech Republic also remains one of the
most cash-intensive economies in the EU: Eurostat data show that Czechs use cash for
everyday transactions at significantly higher rates than the EU average, reflecting strong
preferences for privacy and transaction certainty (Eurostat, 2022). Digital literacy across
CEE is similarly heterogeneous; the European Commission’s DESI index places several
CEE countries below the EU average in digital skills, particularly among older and rural
populations (European Commission, 2023). These structural features high cash reliance,
uneven digital readiness, and historically lower institutional trust in post-transition
economies (Mishler & Rose, 2001) imply that CBDC adoption dynamics in the Czech
Republic may diverge from those observed in high-trust, high-digital-literacy countries
such as Austria or the Nordics. For policymakers in CEE, CBDC design must therefore
account for stronger privacy expectations and the legacy of institutional distrust that
continues to shape monetary behaviour.
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5. Policy Recommendations

Five integrated policy recommendations are derived from the analytical findings. These
are normative design positions grounded in the empirical and theoretical evidence
reviewed above, and should be calibrated to local institutional conditions:

1. Adopt cash-like design as the baseline architecture. Set CBDC remuneration at zero or
amodest floor, restrict holdings to a transaction buffer (e.g., EUR 3,000, consistent with ECB
proposals), and design for offline peer-to-peer transfer. Evidence from Nyffenegger (2024)
and Abramova et al. (2022) supports this configuration: it minimizes disintermediation
risk, preserves monetary transmission enhancement without creating a savings vehicle
that competes with deposits, and most closely replicates the cash properties preferred by
the broad user population. However, a cash-like design constrains monetary policy reach:
zero or low remuneration limits the transmission enhancement that a rate-responsive
CBDC could provide, and holding limits may restrict access for users requiring larger
digital balances, potentially limiting financial inclusion for certain user segments.

2. Implement tiered privacy with legally enforceable data minimization. Below a defined
transaction threshold (e.g., EUR 50 per transaction, EUR 500 per day), transactions should
be pseudonymous with no reporting obligation beyond aggregate statistics. Above
the threshold, standard KYC applies. Data retention periods should be legally defined
and minimized. Zero-knowledge proof protocols or blind signature schemes should be
evaluated for the low-value tier. This paper recommends tiered privacy as the only design
cluster that simultaneously satisfies the security majority (who accept monitoring for
fraud protection), the privacy minority (who require meaningful anonymity for ordinary
transactions), and the AML compliance framework (Soana & de Arruda, 2024). This
architecture is technically and legally demanding. Legislative thresholds are subject to
gradual expansion through mission creep. Zero-knowledge proof implementations add
computational overhead and require significant key management infrastructure that most
central banks do not currently possess (Michalopoulos et al., 2025).

3. Invest in distributed resilience architecture and third-party risk governance before
deployment. CBDCs should not be built on a single centralized ledger without offline
fallback systems and geographically distributed infrastructure. Central banks should
develop internal technical capability for CBDC system management rather than relying
entirely on private technology vendors. Vendor contracts should include systemic risk
provisions, mandatory security audit rights, and liability clauses for infrastructure failures.
Evidence from BIS (2023) identifies the operational risk taxonomy as the appropriate
governance baseline; this paper recommends its formal adoption. For offline capability
specifically, the Michalopoulos et al. (2025) prototype demonstrates that Secure Elements
(SE) combined with Zero-Knowledge Proofs (ZKPs) can enforce regulatory constraints
transaction limits, age-restricted payment checks directly at the hardware level, without
transmitting user identity or transaction details to the central authority. This 'compliant-by-
design' architecture achieves sub-five-second transaction latency, directly addressing the
privacy-versus-compliance tension identified in Section 4.1: ZKP-based offline CBDC can
satisfy AML regulatory requirements without the surveillance exposure that suppresses
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adoption among privacy-sensitive users. The binding constraint is regulatory readiness
standardized certification frameworks for SE-based CBDC devices should be developed
in parallel with technical infrastructure. Distributed architecture introduces its own
complexity: synchronization across geographically distributed nodes increases latency
and creates data-consistency challenges that centralised systems avoid. Developing
internal capacity requires sustained investment and competes with other institutional
priorities, while continued vendor reliance carries the concentration risks identified in
AE2.

4. Establish clear regulatory boundary allocation before launch. Legislation should
specify which supervisory functions AML monitoring, fraud investigation, data protection
compliance rest with the central bank and which rest with commercial banks and financial
intelligence units. The dual-role conflict identified by Soana and de Arruda (2024) central
bank as both currency issuer and transaction monitor require explicit governance design,
not assumption that existing frameworks will extend naturally. Historically, the shadow
banking precedent suggests that regulatory gaps left by design tend to be exploited
before they are closed. Pre-assignment of supervisory responsibilities carries the risk of
regulatory rigidity: if novel risk categories emerge post-launch, fixed legislative allocations
may impede adaptive governance responses. Structured flexibility within clearly bounded
mandates may in some cases be preferable to exhaustive pre-specification.

5. Pursue phased rollout with mandatory cash coexistence guarantee. Begin with a pilot
targeting the digitally engaged early-adopter segment (cryptocurrency users, fintech
customers, younger urban demographics), generate real-world usage and risk data, iterate
the design, and extend coverage incrementally. Maintain legal tender status for physical
cash throughout. Privacy-maximizing users who will not adopt digital money regardless
of design must be accommodated their exclusion from CBDC does not constitute
a policy failure if cash remains available. Empirically, the Nigeria e-Naira experience where
low adoption was compounded by the simultaneous restriction of cash withdrawals
demonstrates the governance cost of forcing substitution before adoption readiness
is established. A phased rollout defers network-effect benefits: monetary transmission
enhancement, payment efficiency gains, and financial inclusion all scale with adoption
breadth and are postponed under a gradual approach. Policymakers must weigh risk-
reduction benefits against the opportunity costs of delayed deployment.
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Table 2: Summary of Analytical Expectations and Evidence Assessment

Analytical Evidence Assessment Key Condition / Primary Sources
Expectation Qualification

AE1: Supported with nuance: Disintermediation Tercero-Lucas (2023);
Liquidity and | direction of effect amplifies when CBDC is Luu et al. (2023); Chiu
transmission | depends on design interest-bearing savings | & Davoodalhosseini
effects are choices (remuneration vehicle; contained when | (2023); Bindseil (2020);
design- rate, holding limits) designed as medium of Nyffenegger (2024)
contingent exchange

AE2: Strongly supported: Risk amplification is not BIS (2023); Murphy et al.
Operational/ |sovereign scale, continuous with prior (2024); Michalopoulos
cyber/ capability gap, and financial technology risk it | et al. (2025); Soana & de
regulatory surveillance duality is qualitatively distinct in | Arruda (2024)

risks are create amplification kind, not merely degree

qualitatively |factors absent from prior

novel payment innovations

AE3: Supported: user segments | Austrian data cannot Abramova et al. (2022);
Adoption generate different liquidity | generalize to low-trust Kahn & Lihares-Zegarra
dynamics risk profiles; crisis-driven | or low-income contexts; |(2016); Singh et al.
interact conversion is qualitatively |adoption-run interaction |(2025)

with risk more dangerous than is under-modelled in

architecture | voluntary adoption existing frameworks

Source: Author's own analytical synthesis, based on: Abramova et al. (2022); Bindseil (2020); BIS (2023); Chiu
& Davoodalhosseini (2023); Kahn & Linares-Zegarra (2016); Luu, Nguyen, & Nasir (2023); Michalopoulos et al.
(2025); Murphy et al. (2024); Singh, Yadav, & Gupta (2025); Tercero-Lucas (2023).

Conclusion

This paper has examined CBDCs as an integrated risk management problem rather
than a monetary policy instrument with manageable side effects. The three analytical
expectations — design-contingent liquidity and transmission effects; qualitatively novel
operational and cyber risks; and adoption dynamics that interact with the risk architecture
- are all supported by the evidence, subject to the conditions and qualifications specified
in the findings.

The central conclusion is that CBDC risks are interconnected and cannot be managed in
silos. A design choice that reduces disintermediation risk (low remuneration, holding limits)
also determines the monetary transmission channel available to policymakers. A design
choice that improves cybersecurity (centralized ledger, full KYC) amplifies surveillance risk
and suppresses adoption. A design choice that maximizes adoption (high privacy, offline

ACTA VSFS, 1/2026, vol. 20, www.vsfs.cz/acta

110




capability) weakens compliance. The task facing CBDC designers is not to optimize any
single dimension but to navigate the quadrilemma: stability, privacy, compliance, and
operational resilience, finding the configuration that minimizes aggregate welfare loss
across all four dimensions.

The historical record provides both comfort and caution. Comfort: every major monetary
innovation has eventually been institutionally absorbed, with risk frameworks catching
up to technological realities. Caution: the absorptive capacity of governance institutions
may be slower than the speed of digital financial flows, and the stakes for a sovereign-
scale failure of public trust in currency are higher than for any prior financial technology
disruption.

Future research should prioritize empirical evidence from live CBDC deployments
beyond the current set of small-economy pilots. The e-CNY presents the most data-rich
environment, but Chinese institutional context limits generalizability to democratic, high-
trust polities. The ECB digital euro preparation phase offers the most relevant near-term
opportunity for European-context evidence. As that evidence accumulates, the design
conditions under which CBDCs enhance rather than destabilize financial systems can
be specified with the precision that current modelling and survey research cannot yet
provide.
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